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4 bgyyn pl ) Sy 1-2 J<b
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Jlasl sy Jews S gHlaslol y ™
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ey 4 Ladails o pusd ®

Telnet Gob H1 3 I5g A swySwy ®
Jbad!l ¢l 9o JowdS sy ul ol
3 e 013_36_,0 Joewi S HlI ol adw! Lo Jlall dlaxo!l yehioe 4o

)JA_H_AlJ Com Oy 4o Jewid S JolLS bwgeld 1) 4 Console
(2-2 J<d) 04 S Juadia

RJ-45
Connector

Jlail s)lasloly 2-2 JSi
N owiS lawas

Jlwdad 38l ayd SO L JewdS Goyb )| 359y 4 wydwd
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Data bits 8
Parity None
Stop bits 1

Jole plavw Ly pIgaa0lsS JawdS Gosb )1 sS9) 4 wdwd

Jadiy

Putty.exe wlas Hlw 4aad 4ol SO JU ey s adoyl =

9600 + |, Speed

05,8 Ll

.o.)_)_§ _)l_: ‘J
Iy Serial 545,335 =

'P‘i_}‘—gu—‘o Sodsopen g4y o ™

Category:

(=)~ Session

Basic options for your PuTTY session

i Logging
(=) Terminal

- Keyboard

Serial line

Specify the destination you want to connect to

- Bel [comt

- Features
=)~ Window

- Appearance
- Behaviour
- Translation
- Selection

Connection type:

Saved Sessions

(ORaw (O Telnet () Rlogin () SSH

Load, save or delete a stored session

- Colours
[=J- Connection

Default Settings

toadis)
, Save i

| Delete

Close window on exit:
(O Aways () Never

.

(®) Only on clean exit

Cooen ) coree

6lm Lo syse oleadis 3-2 J<G
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root@kali: ~ e ® O

File Edit View Search Terminal Help
:~# minicom -sfj

Atygl e )l LSloly 4-2 S

Ly 1y Enters oo 3 S olsssl |y Serial Port Setup =
root@kali: ~ @ ® ©

File Edit View Search Terminal Help

[configuration]
| Filenames and paths
| File transfer protocols
|
| Modem and dialing
| Screen and keyboard
| Save setup as dfl
| Save setup as..
| Exit
| Exit from Minicom
+-

Serial port 43S olailsl 5-2 J<b

——eam
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0310 glasComport iy gy olagdis (Enter oy 31 4=y =
R .

root@kali: ~ @ ©® O

File Edit View Search Terminal Help

Serial Device
Lockfile Location
Callin Program
Callout Program
Bps/Par/Bits
Hardware Flow Control
Software Flow Control

Change which setting? [j

creen and keyboard
setup as dfl

& Leadiis gl 6-2 J<

wxie 1y ComPort cowl Juis JawiS JoLS 4SS ol ia =

(w3 1y yes « change which setting JolLio yo) dslos
root@kali: ~ e o0

File Edit View Search Terminal Help

{Coiin Pairameteirs] —-===-==-=
S al De
Lockfile Loc Current: 115200 8N1
Callin Pro| Speed Parity
Callout Pro| A: <next> L: None
Par/B| B: <prev> M: Even
Hardware Flo| C: 9600 N: Odd
Software Flo| D: 38400 0: Mark
E: 115200 P: Space

OTMOO® >

Change which

Stopbits
W: 1

X: 2

r <Enter> to exit? I

8 Leadiid gl 6-2 J<U
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C 64—1—3}—<Jl—§g}—3| sl o) Aoz d  paarS 9600 a1y BpSSetting =
(oS ot (6-2)  J<s.s Comm Parameters o

Current: 115200 8N1
peed Parity
\: <next> L: None
. <prev> : Even

9 : 0dd

384 : Mark

: 115200 : Space
Stopbits
W:

X:

root@kali: ~ e e o

File Edit View Search Terminal Help

ev/modem
Lockfile Location ar/lock
Callin Program 2
Callout Proaram 3
Bos/Par/Bits : 9600 8N1

| Screen and keyboard

| Save setup as dfl
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ey x5 No 4o |y Hardware Flow Control 4335 =

root@kali: ~ © ® 0

File Edit View Search Terminal Help

Serial Device /dev/modem
)C le Location var/lock
Callin Program
Callout Program
Bps/Par/Bits
Hardware Flow Control
Software Flow Control

Change which setting?

root@kali: ~ e ® 9

File Edit View Search Terminal Help

rial Device : /dev/modem
ckfile Location /var/lock
Callin Program
Callout Program
Bos/Par/Bits : 9600 8N1
Har Flow Control
Software Flow Control

Change which tting?

keyboard
as dfl
as

Hardware Flow Control  aslais o g2 8-2 JSi

LS obaas (9-2) Jss yo 1y Save Setupasdfl g4 38 =
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root@kali: ~ @ ® ©

File Edit View Search Terminal Help

[configuration]
| Filenames and paths

| File transfer protocols

| Serial port setup

| Modem and dialing

| Screen and keyboard

|
| Save setup as..

| Exit

| Exit from Minicom

Save Setup 43S olaildl  9-2JSd

.dosd gy L Minicom 1 0=
(;>4h49 D) f ) <)__3<9 DR _} Lw <L_{._+_A3 D) | ,}"é | F>~}"j O dpod Lo T ~) | = u

Show &1 yedwd o gSwsw 10S slado o5 liw

dod> p ey S osyy) dwlS yebay xSy syl el ) 1 o
$04d 0y Oygwdy (SEUP) o lanhis ue oyl s3T5y (sSwow

System Configuration Dialog
Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]: yes

Soglaa> sl 1y 2ladlew 10S a5 oLaisl 1y "yes" S|
ODygwo )Y ¢3S dal g |yl 354y SuailS yehiedy Oledbl
Ol 83,2 10S of yaiws 31 osoladw! Lo |y 4355y «"N0" oLaisl
S oo LSw! 48 oS &uaiLls

Lawl ol 4w N0

Router>

Ol ygiws yI o wSsJly 4 privilege mode 4+, usermode I alas sl oo

Togd o 0L adwl )
Router#
Router>enable
Router#disable
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Router#

999y 10S g syl 3818w Oledbl a2

Router#show version

Cisco 10S Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M),
Version 15.1(3)T2, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2011 by Cisco Systems, Inc.

Compiled Wed 10-Aug-11 05:17 by prod_rel_team

ROM: System Bootstrap, Version 12.3(8r)T7, RELEASE SOFTWARE (fcl)
Copyright (c) 2000 by cisco Systems, Inc.

Router uptime is 49 minutes

System returned to ROM by power-on
System image file is "c2800nm-advipservicesk9-mz.151-3.T2.bin"
Last reload type: Normal Reload

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.htmi

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco 2821 (revision 53.51) with 249856K/12288K bytes of memory
Processor board ID FTX0939A2PM

2 Gigabit Ethernet interfaces

2 Serial (sync/async)interfaces

1 Virtual Private Network(VVPN) Module

DRAM configuration is 64 bits wide with parity enabled.

239K bytes of non-volatile configuration memory.

125184K bytes of ATA CompactFlash(Read/Write)
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License info:

License UDI:

Devicett PID SN
*0 CISC02821 FTX0939A2PM

Configuration register is 0x2102

499y Flash oledbl a2

Router#show flash

-#- --length-- ----- data/time------ path

1 66537232 May 2 2014 08:40:18+00:00 c2800nm-adventerprisek9-mz.151-
3.T2.bin

61376512 bytes available(66541568 bytes used)

(RAM) j5g) ¢yls Saiils oo

Router#show running-config
Building configuration...

Current configuration : 1000 bytes

!

version 15.1

service timestamps log datetime msec
service timestamps debug datetime msec
no service password-encryption

I

hostname Router
I
boot-start-marker
boot-end-marker
|

no aaa new-model
!

dotl11 syslog

ip source —route

!

ip cef

!
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no ipv6 cef
|

multilink bundle-name authenticated
|

voice-card O
|

Crypto pki token default removal timeout 0
|

license udi pid CISC0O2821 sn FTX0939A2PM
|

redundancy

!

Interface fastEthernet 0/0
no ip address

duplex auto

speed auto

shutdown

!

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

!

Interface serial0/0/0

no ip address

shudown

clock rate 2000000

!

Interface serial0/0/1

no ip address

shutdown

!

ip forward —protocol nd
no ip http server

no ip http secure-server
!

logging esm config

|

control-plane
I

hgcp profile default
I

linecon O
line aux 0
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line vty 0 4
login
transport input all

écheduler allocate 20000 1000
end

(NVRAM) 454y startup SosLlS (Hdod

Router#show startup-config
startup-config is not present

=) eiws ! Global Configuration Mode 4 gub 5y 14 ! 4o

Router# configure terminal

Router(config)#

Zd‘g_ﬁsu_,o 00 Ladiw!

Lo guidiiol IP Address ¢ Hostname SaLS

gy So  Hostname xS

Router(config)#hostname R1
R1(config)#

(LAN jody5500) ad 5 s yibo! sey 4o IPAddress & asiLs

ECO RN R

R1(config)#interface fastEthernet 0/0
R1(config-if)#ip address 10.0.0.1 255.0.0.0
R1(config-if)#no shutdown
R1(config-if)#exit

JLadl sl dygwy )l 4oy

Telnet Password & a3LS

A~ WDN PR

R1(config)#line vty 0 4
R1(config-line)#password zoom
R1(config-line)#login
R1(config-line)#exit
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Console Password &5 LS

R1(config)#line console 0
R1(config-line)#password ccna
R1(config-line)#login
R1(config-line)#exit

A wWNPFE

Auxiliary Password & a5LS

R1(config)#line aux 0
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#exit

A wWNPE

Privilege Mode Password &ué5LS

Privilege Password & a5LS

-

R1(config)#enable password ccna
2 | R1(config)#enable secret zoom

NVRAM 4 RAM o Verify &iiLs

(RAM) J545) sy le sla&ails guo

R1#show running-config
Building configuration...

Current configuration : 1197 bytes

!

version 15.1

service timestamps log datetime msec
service timestamps debug datetime msec
no service password-encryption

|

hostname R1

!

boot-start-marker

boot-end-marker

I

enable secret 5 $1$mERr$1T8SqH9E0eNIQdQED8zbb0
enable password ccna

|

no aaa new-model
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dotl11 syslog

ip source-route

ip cef

I

no ipv6 cef

!

multilink bundle-name authenticated
voice-card 0

|

crypto pki token default removal timeout 0
|

license udi pid CISC0O2821 sn FTX0939A2PM
|

redundancy

I

interface FastEthernet0/0
ip address 10.0.0.1 255.0.0.0
duplex auto

speed auto

!

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

!

Interface serial0/0/0

no ip address

shutdown

clock rate 2000000

I

Interface serial0/0/1

no ip address

shutdown
I

ip forward-protocol nd
|

no ip http server

no ip http secure-server
I

iogging esm config
|

control-plane
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mgcp profile default
!

line con 0

password ccna

login

!

line aux 0

password cisco
login

!

line vty 0 4
password zoom
login

transport input all

!

scheduler allocate 20000 1000
end

(NVRAM) 454y startup SusilS (Hdod

R1#show startup-config
startup-config is not present

gy 4o Laluai LS o gD

R1#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

(NVRAM) 54, startup S aiLs Gaoo

R1#show startup-config
Building configuration...

Current configuration : 1197 bytes

!

version 15.1

service timestamps log datetime msec
service timestamps debug datetime msec

no service password-encryption
|
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hostname R1

!

boot-start-marker

boot-end-marker

I

enable secret 5 $1$mMERr$1T8SqH9E0eNIQdQEDS8zbb0
enable password ccna

|

no aaa new-model
I

dot11 syslog

Ip source-route

ip cef

I

no ipv6 cef

I

multilink bundle-name authenticated
voice-card O

|

crypto pki token default removal timeout 0
|

license udi pid CISC0O2821 sn FTX0939A2PM
|

redundancy

!

interface FastEthernet0/0
ip address 10.0.0.1 255.0.0.0
duplex auto

speed auto

I

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

I

Interface serial0/0/0

no ip address

shutdown

clock rate 2000000

I

Interface serial0/0/1

no ip address

shutdown
I
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ip forward-protocol nd
!

no ip http server

no ip http secure-server
!

logging esm config

|

control-plane
|

hgcp profile default
|

line con 0
password ccna
login

!

line aux 0
password cisco
login

!

line vty 0 4
password zoom
login

transport input all
!

scheduler allocate 20000 1000
end

Telnet Goyb I

00y 4 wyiwd
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2o lS Seiad Lo Joddag po p) Dsdwd S 2nly Lo
COS Tany wSws Telnet Goob 31,5, So o ol s
telnet 10.0.0.1

Gaxb 3 STy 4 widws 10-2J

DSy oodel v 1240 Liw
dda
Soa5Ls cLzoJ)ﬁ_m_?»d)1~ljj_oJ Al ool bw!l Lo 354y ool Dgage
sylwdlsd 4 ol Oy gw4y password o username .exec-timeouts ¢ La i
9y 9y s— SSH e D
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ER S P

:(11-2) Jsth ooy Uiw oy a5 (Jlas!h Sdod shlaslhol

Computer IP
10.0.0.11

4 byyye pl ySLss 11-20<

owlodd alaxdl 1 goylbw yd 39y s4udgl LS o) Ladgy

s=ylbw sl 2l Jol s

Telnet Go,b 31 554 A wdwy ™
DLSAT Oy 4o s 5 ey om Lad)suwny sdea syl dSiay ™

9y sy _— ldle-timeout , Warning Banner & as5Ls =

Cuw yg ol 1 byl sl o le) seily & asLs w
line vty 4,

359y &9y — username password coiiol Sy Suasls ®

9y 9y s— OSSH Server &, aiLs =
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Telnet so4b )1 359y 40w dwd

PP lS S Lo ey Ho ) osdwd 00 20l Lo
oS Ty pw o dwd Telnet G, b ey So 4o Ol a5

telnet 10.0.0.1

Gasb 31 335y 4y gwiws 12-20G

LS Oyg0 4 359y 9y o Ladyouwy sdan syl ASHay

ey ey s oddplall sla& LS w0

R1#show running-config
Building configuration...

Current configuration : 678 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname R1

!
!
!

enable secret 5 $1$mERr$1T8SqHIE0eNIQdQED8zbb0

enable password ccna
I

ip cef
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no ipv6 cef

!
!
!
!
!
!
!
!
!
!
!
!
spanning-tree mode pvst
|
I
I
I
I
|

interface FastEthernet0/0
ip address 10.0.0.1 255.0.0.0
duplex auto

speed auto

|

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

|

interface VIanl

no ip address

shutdown

|

ip classless
|

ip flow-export version 9
!




e gy low 2 Juad
30

line con 0
password ccna
login

!

line aux 0
password cisco
login

!

line vty 0 4
password zoom
login

!
!
!
end

| ) LSGT oy g4 secretenable password 31 e ds Lad)gwy 4o
U 0 B S

U I 00 P B S W LT Debday 4S5 olad)yswy sden (OS Jy

| R1(config)#service password-encryption |

ODyguwody M d 45 slad)yguy sdoanr VLo yeiwd sl 2>l Lo
..\_x_gTU_/o D9 0y Oygody A A o 040 y LT

R1#show running-config
Building configuration...

Current configuration : 709 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

!

hostname R1

!
!
!

enable secret 5 $1$mERr$1T8SqHIE0eNIQdQED8zbb0

enable password 7 08224F4008
!




3= LS sla gy Low

31
CCNA

!
!
!

ip cef

no ipv6 cef

!
!
!
!
!
!
!
!
!
!
!
!
spanning-tree mode pvst
|
I
I
I
I
|

interface FastEthernet0/0
ip address 10.0.0.1 255.0.0.0
duplex auto

speed auto

I

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

I

interface VIanl

no ip address

shutdown

|

ip classless
I

ip flow-export version 9
!
!
!
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line con 0

password 7 08224F4008
login

!

line aux 0

password 7 0822455D0A16
login

!

line vty 0 4

password 7 083B434104
login

!
I
!
End

439 9y o idle-time-out 4 warning banner Su_isLS

2908 H Jod duleal Hebieds syl Lie play SO &ails

R1(config)#banner motd $
Enter TEXT message. End with the character '$'.

UNAUTHORISED ACCESSSTRICTLY PROHIBITED AND PROSECUTED
TO THE FULL EXTENT OF THE LAW

Verify

telnet 1> SESSION S ¢ owbin oy | Wia ploy SuisLs Verify jghio 4o
telnet 10.0.0.1 T LS Sl gy 4 LSy TSsua el S
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ouia oyl Wi plusy g les 13-20<5

line 40 Suws 993 ol y I blLuidyl ¢l o ISlo) o)l Siils
vty

10 590 ol 31 LS, sl Sle) so)lo cppsd guy O) o
sl oyl Ol o) etwdy HI o eoldw!l Lo Laaloy e 488
cpoad o e LS 4 sy 1 o4y 1

-

R1(config)#line vty 0 4
2 | R1(config-line)#exec-timeout 1 00

Verify

o TSy 4o LS, Seanels 31 telnet asus  session So JLs
sl >l 9o 1y Lo session 4 (J4ogd privilege mode 5y g) wiS
Jebday session LS S5 iy 1osl g el Ly Jas 45555

A dal g P ghd codd (oS Gloe) Gun Y axy SoSlaeg S



Jlo session blisyl ghd cws 14-2)S0

459y &9y Username password ool S g SuasLS

Soguy Lo wod> LS SO &isLs

| 1 | R1(config)#username zoom password cisco |

vty session s ;o ;o) LS wydws ) lwdlzd

1 | R1(config)#line vty 0 4
2 | R1(config-line)#login local

Verify

LS Sy s Sy 4o oL, Seaels I telnet ua> session <o o JLs
Joo LS bwged Wd 48 ol ails 1 o ladw!l Lo S rw o
.S loging cowl o ad alsl

telnet 10.0.0.1 :JLis (! gde 4y
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telnet Gob 31 o) LS wydwd guled 15-2480

390 oy s SSH Server &iailLs

domain name S & aiLS

| 1 [ R1(config)#ip domain-name cisco.com |

linevty &, a5Ls

B WN P

R1(config)#line vty 0 4
R1(config-line)#login local
R1(config-line)#transport input ssh
R1(config-line)#exit

gy ¢!y RSA ) L8530y wudS ol dudes

R1(config)#crypto key generate rsa

The name for the keys will be: R1.zoom.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

Verify
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Jlo 09y 4 043 ySeaelS 31 telnet uous session SO JLs
daal oy telnet G b 31 3 549y 4o GWHwd 4y yold Law S

.

e eiwdy Loy Seua el S ) R1 4. SSH P S W S I W

ssl -1 zoom 10.0.0.1

29y 4w dwd g led 16-2JS

WAN 35500 & asls 13 o) Liw
Al

Jlojw pubdpiial So mloone 5 S iils
393995
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sy Uw sl Jlojw ¢ a5 35l o_)L‘a_ﬂ slasoot syl asloly
2 (16-2) Jsls

<, S0/0/1 S0/0/0 o

L T T

Interface |IP AddressMask

Interface |IP AddressMask

Fa0/0 | 192.1682.124 Fa0/0 |192.168.3.124
S0/000 | 172.16.0.1/16 0/0/0 |172.18.0.1/16
S0/01 | 172.18.0.2/16 J ' 5001 |172.17.0.2/16

Interface |IP AddressMask
Fa00 10.0.0.1/8
S0/0/1 | 172.17.0.1/16
$0/0/0 | 172.16.0.2/16

bayyn pl ySlys 17-205

= bw sl 2l Jol
Jlosw gudyiio) Sails =
Il guadpidal sad Sy Verify =
Jlogw gt il olooae ®

DTE s DCE (f gieds Jlopw guid S| o Lo Lid

R2 -JUi

R2 54, DCEDTE s il o lwlis

R2#show controllers serial 0/0/0

Interface Serial0/0/0

Hardware is PowerQUICC MPC860

DTE V.35 TX and RX clocks detected

idb at 0Ox81081AC4, driver data structure at 0x81084ACO
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SCC Registers:

General [GSMR]=0x2:0x00000000, Protocol-specific [PSMR]=0x8
Events [SCCE]=0x0000, Mask [SCCM]=0x0000, Status [SCCS]=0x00
Transmit on Demand [TODR]=0x0, Data Sync [DSR]=0x7E7E

R2#show controllers serial 0/0/1

Interface Serial0/0/1

Hardware is PowerQUICC MPC860

DCE V.35, clock rate 2000000

idb at 0x81081AC4, driver data structure at 0x81084ACO

SCC Registers:

General [GSMR]=0x2:0x00000000, Protocol-specific [PSMR]=0x8
Events [SCCE]=0x0000, Mask [SCCM]=0x0000, Status [SCCS]=0x00
Transmit on Demand [TODR]=0x0, Data Sync [DSR]=0x7E7E

Se2en Jlopw 8ol durbdy ow)

R2#show interface serial 0/0/0

Serial0/0/0 is administratively down, line protocol is down (disabled)
Hardware is HD64570

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)

Last input never, output never, output hang never

R2#show interface serial 0/0/1

Serial0/0/1 is administratively down, line protocol is down (disabled)
Hardware is HD64570

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)

Last input never, output never, output hang never

R2 ,0 ds>sn b Say wy o
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R2#show running-config
Building configuration...

Current configuration : 684 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname R2
|

interface FastEthernet0/0
no ip address
duplex auto

speed auto
shutdown

I

interface FastEthernet0/1
no ip address
duplex auto

speed auto
shutdown

I

interface Serial0/0/0
no ip address

clock rate 2000000
shutdown

I

interface Serial0/0/1
no ip address

clock rate 2000000
shutdown

|

interface VIanl

no ip address
shutdown

I

end

NS )1 ) S5 R3 4 RL sla gy oy = Iy Yo Ol ygiws
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Py,
|

JUyw g8 1 0 S LS

Boovoor~wnr

el
A WNPE

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int s0/0/0

R1(config-if)#ip address 172.16.0.1 255.255.0.0
R1(config-if)#clock rate 64000

R1(config-if)#encapsulation hdlc

R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#exit

R1(config)#int s0/0/1

R1(config-if)#ip address 172.18.0.2 255.255.0.0
R1(config-if)#encapsulation hdlc

R1(config-if)#no shutdown

A
N

OoOoO~NO Ol WN P

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/1

R2(config-if)#ip address 172.17.0.1 255.255.0.0
R2(config-if)#clock rate 64000

R2(config-if)#encapsulation hdic

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#exit

R2(config)#int s0/0/0

R2(config-if)#ip address 172.16.0.2 255.255.0.0
R2(config-if)#encapsulation hdlc

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

R3

-

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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R3(config)#int s0/0/0

R3(config-if)#ip address 172.18.0.1 255.255.0.0
R3(config-if)#clock rate 64000
R3(config-if)#encapsulation hdic
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

R3(config-if)#int s0/0/1

R3(config-if)#ip address 172.17.0.2 255.255.0.0
R3(config-if)#encapsulation hdlc
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed
state to up

R1

Jlow g ol o 1S Verify

R1#show interfaces serial 0/0/0

Serial0/0/0 is up, line protocol is up (connected)

Hardware is HD64570

Internet address is 172.16.0.1/16

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never

R1#sh interfaces serial 0/0/1

Serial0/0/1 is up, line protocol is up (connected)

Hardware is HD64570

Internet address is 172.18.0.2/16

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)
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Last input never, output never, output hang never

R2

R2#show interfaces serial 0/0/0

Serial0/0/0 is up, line protocol is up (connected)

Hardware is HD64570

Internet address is 172.16.0.2/16

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never

R2#sh interfaces serial 0/0/1

Serial0/0/1 is up, line protocol is up (connected)

Hardware is HD64570

Internet address is 172.17.0.1/16

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never

R3

R3#sh interfaces serial 0/0/0

Serial0/0/0 is up, line protocol is up (connected)

Hardware is HD64570

Internet address is 172.18.0.1/16

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never

Last clearing of "show interface™ counters never
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R3#sh interfaces serial 0/0/1

Serial0/0/1 is up, line protocol is up (connected)

Hardware is HD64570

Internet address is 172.17.0.2/16

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never

JUyw g8 00 o lude

aJl> 4 Low! Jloyw g8y il Suxbog Joold 9 Jgl s
POy Vg S

Serial 0/0/0 is up, line protocol isup (1
cowl 03 2 5 1 Y sy s JLlal!

Serial 0/0/0 is administratinvely down, line protocol is down (2
e Ao 5555 Jlogw eadxiSol sy s— "No Shutdown™
Law !l ol

Serial 0/0/0 is up, line protocol is down (3
JSie Ly DCE (s yi51 sy 4o ClockRate (25 ade JSuie
s Cwa UP ol 40 guidysSl) oy ls se>g Leaseline bghs
. (down adls> Ho S5y 4

Serial 0/0/0 is down, line protocol is down (4
"NO 4SSl Lu g oylo se>g CSUMDSU ¢ v.35 JoLS JSia
pa)w ! oud  Gure  ySey  qudyidl sey o Shutdown™
(Bl down cls Ho SOy pa g gen byl

static route : 4 4, Liw
R
e s le aSad oo byl s lwdlad ) o staticroute Ko aiLs
s9y U Staticroute s L ulodd Juatie GSe sla Sy 4o 4S
Sos b Jxe sleaSod Jlasl sy R34 R2 (Rl sla 5y
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ey Lw yo Jblaldl sl o a5

RS PP

9 Jlopw slasdad sl aslel
2 (18-2) U<

S0/0/0 o

IP AddressMask

Interface |IP AddressMask

192.168.2.1/24 Fa00 |192.168.3.124
172.16.0.1/16 $0/00 |172.18.0.1/16
172.180.2716 ) ', 5001 17217016

Interface |IP AddressMask
Fa0/0 10.0.0.1/8
S0/0/1 | 172.17.0.1/16
$S0/0/0 | 172.16.0.2/16

4 byyso pl xSy 18-2J<

00 Laysdgy w9y = WAN b 00l subo xS 1) Lagus

R1, R2, R3

owlodd alxdl 3 g0y Liw
s=ylw sl 2! Jol 3

IPV4 = losws sy lwdlzs ™
= Lo Jgua> Verify =
el Soiils ow
[ WV ) N W W Verify

Lo 4S0d (oo blaSy!l cws ™

IPV4 oo ws ) lwdlzrd

1 | Router#conft

2 | Enter configuration commands, one per line. End with CNTL/Z.

3 | Router(config)#ip routing
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Oy gwody 48 Lr“:l_m‘l_i_x_m ¢ 29w Jlxs routing «S U_,ol_i_x_ro

Sledbl Jad> 40 SoSlaeg Sl yabday Al oud OaSSLS A 95w o
ﬁl_bﬂl_i_x_[b Lr:l_g‘}_&_m._,o Jgd> o db JSal g 49l Lr:l_”:‘}_):_m_.o
cogdo 00l giolas "CY LD Wl o GSOLS aiSwe Oy gwd 4S
Cogd o 408y 8 Sl Sy Hxe gudyiisl Gogb ) o ¢lP

(e Lo ywe Jgd> Verify

R1

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
C 172.16.0.0/16 is directly connected, Serial0/0/0

C 172.18.0.0/16 is directly connected, Serial0/0/1
C 192.168.2.0/24 is directly connected, FastEthernet0/0

R2

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
C 10.0.0.0/8 is directly connected, FastEthernet0/0

C 172.16.0.0/16 is directly connected, Serial0/0/0
C 172.17.0.0/16 is directly connected, Serial0/0/1
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R3

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
172.17.0.0/16 is directly connected, Serial0/0/1

C
C 172.18.0.0/16 is directly connected, Serial0/0/0
C 192.168.3.0/24 is directly connected, FastEthernet0/0

(Pwd o we S LS

R1

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route 10.0.0.0 255.0.0.0 172.16.0.2
R1(config)#ip route 192.168.3.0 255.255.255.0 172.18.0.1
R1(config)#ip route 172.17.0.0 255.255.0.0 172.16.0.2

O b~ wN -

R2

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip route 192.168.2.0 255.255.255.0 172.16.0.1
R2(config)#ip route 192.168.3.0 255.255.255.0 172.17.0.2
R2(config)#ip route 172.18.0.0 255.255.0.0 172.16.0.1

O~ wWwN P

R3

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ip route 192.168.2.0 255.255.255.0 172.18.0.2
R3(config)#ip route 172.16.0.0 255.255.0.0 172.18.0.2
R3(config)#ip route 10.0.0.0 255.0.0.0 172.17.0.1

O~ wPNPE

(e L ywo Verify
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R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I -1S-1S, L1 - I1S-IS level-1, L2 - IS-1S level-2, ia - 1S-1S inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

S 10.0.0.0/8 [1/0] via 172.16.0.2

C 172.16.0.0/16 is directly connected, Serial0/0/0

S 172.17.0.0/16 [1/0] via 172.16.0.2

C 172.18.0.0/16 is directly connected, Serial0/0/1

C 192.168.2.0/24 is directly connected, FastEthernet0/0
S 192.168.3.0/24 [1/0] via 172.18.0.1

R2

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 10.0.0.0/8 is directly connected, FastEthernet0/0
C 172.16.0.0/16 is directly connected, Serial0/0/0
C 172.17.0.0/16 is directly connected, Serial0/0/1
S 172.18.0.0/16 [1/0] via 172.16.0.1

S 192.168.2.0/24 [1/0] via 172.16.0.1

S 192.168.3.0/24 [1/0] via 172.17.0.2

R3

R3#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area




e gy low 2 Juad
48

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - 1S-IS, L1 - 1S-IS level-1, L2 - IS-1S level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 [1/0] via 172.17.0.1

172.16.0.0/16 [1/0] via 172.18.0.2

172.17.0.0/16 is directly connected, Serial0/0/1
172.18.0.0/16 is directly connected, Serial0/0/0
192.168.2.0/24 [1/0] via 172.18.0.2

192.168.3.0/24 is directly connected, FastEthernet0/0

OO0V’

Lo 450 i blLady ) cws

sla ) Sga 0l S 4 R1 CASow )Y e al S So Gl b))l GwS
R3 4§ R2 sl 4Sud y5 24>40

ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=2ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=2ms TTL=126

Ping statistics for 10.0.0.10:

Packets: Sent = 4, Received = 3, Lost = 1 (EESGHESS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
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Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 (GSGHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

D15 R3 5 R2 a0l Ho j5saelS SO 31 1) ping [ sdw
N LY

RIP ROUting :5 4y Liw
Bdn

sladaSod oo byl sl RIP lomuws JS 5, Suails

oy Lw o Jlas! sl o a5t o Jlopw slasSoad sHl ail ol
: (19-2) U<
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e S0/0/1 S0/0/0 o

r;ﬁ : ’ - /saw;r:m
L = T T

Interface |IP AddressMask Interface |IP AddressMask

Fa0/0 | 192.1682.1/24 Fa0/0 [192.168.3.124
S0/00 | 172.160.1/16 50/0/0 |172.18.0.1/16
S00/1 | 172.18.02/16 J ' 50001 |172.17.0.2/16

Interface |IP AddressMask
Fa0/0 10.0.0.1/8

S0/0/1 | 172.17.0.1/16
$0/0/0 | 172.16.0.2/16

4y byyse plaSlys 19-24<

3 92w o LayTgy 9y WAN by il oS @) Lduy
Owl odd alxdl

s=ylbw sl 2 Jol 3

RIP lowe JS5y,y & asils ™
RIP olowe JS 5450 Verify =
La Sl (oo bS5y cws ™

RIP Q\_“:.\_“:T ¢ la 5wy Verify =

RIP ol wos JS 5430 S LS

R1
1 | R1(config)#router rip
2 | R1(config-router)#version 2
3 | R1(config-router)#network 192.168.2.0
4 | R1(config-router)#network 172.16.0.0
5 | R1(config-router)#network 172.18.0.0
R2

| 1 | R2(config)#router rip
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R2(config-router)#version 2
R2(config-router)#network 10.0.0.0
R2(config-router)#network 172.16.0.0
R2(config-router)#network 172.17.0.0

b~

R3

R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 192.168.3.0
R3(config-router)#network 172.17.0.0
R3(config-router)#network 172.18.0.0

Ok wWNPEF

RIP o jwo JS 5490 Verify

wilsol olojws Jod> 4o cwloud 438,85 sl RIP Ggoyb 3
"R" b —loyows Jod> 50 RIP Slowe JS S5 o ud LUal o8
g g 00y Guolal

R1

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

R 10.0.0.0/8 [120/1] via 172.16.0.2, 00:00:02, Serial0/0/0

C 172.16.0.0/16 is directly connected, Serial0/0/0

R 172.17.0.0/16 [120/1] via 172.16.0.2, 00:00:02, Serial0/0/0
[120/1] via 172.18.0.1, 00:00:24, Serial0/0/1

C 172.18.0.0/16 is directly connected, Serial0/0/1

C 192.168.2.0/24 is directly connected, FastEthernet0/0

R 192.168.3.0/24 [120/1] via 172.18.0.1, 00:00:24, Serial0/0/1

R2

| R2#show ip route
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Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - IS-1S, L1 - I1S-1S level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, FastEthernet0/0
172.16.0.0/16 is directly connected, Serial0/0/0
172.17.0.0/16 is directly connected, Serial0/0/1
172.18.0.0/16 [120/1] via 172.16.0.1, 00:00:14, Serial0/0/0
[120/1] via 172.17.0.2, 00:00:14, Serial0/0/1
192.168.2.0/24 [120/1] via 172.16.0.1, 00:00:14, Serial0/0/0
192.168.3.0/24 [120/1] via 172.17.0.2, 00:00:14, Serial0/0/1

TOOO

0 0

R3

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 [120/1] via 172.17.0.1, 00:00:04, Serial0/0/1

172.16.0.0/16 [120/1] via 172.17.0.1, 00:00:04, Serial0/0/1
[120/1] via 172.18.0.2, 00:00:11, Serial0/0/0

C 172.17.0.0/16 is directly connected, Serial0/0/1

C 172.18.0.0/16 is directly connected, Serial0/0/0

R

C

A 0

192.168.2.0/24 [120/1] via 172.18.0.2, 00:00:11, Serial0/0/0
192.168.3.0/24 is directly connected, FastEthernet0/0

la 450w i byl cws

slay g olS 4 RL sasud o 454 0lS SO 31 byl Sws
R3 § R2 sla 4Sud y5 2g>40
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ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=14ms TTL=126
Reply from 10.0.0.10: bytes=32 time=5ms TTL=126
Reply from 10.0.0.10: bytes=32 time=3ms TTL=126
Reply from 10.0.0.10: bytes=32 time=2ms TTL=126

Ping statistics for 10.0.0.10:
Packets: Sent = 4, Received = 4, Lost = 0 ([HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 14ms, Average = 6ms

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126

Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 (DSGHISS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

DI XSS R34 R2 ash 5o j S 0lS SO 51 1) pINg ) siw

. doc S

RIP s la 4dwoy Verify

RIP ool sl olooae Hohio 40 ¢ guy O)sody
Debug of yeiws 31 (laySgy oo Lo ouad Jolbus oledbl)

R2

.35_5.!0_/3

00 L wl!

R2 -JL5

| R2#debug ip rip
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RIP protocol debugging is on

R2#RIP: sending v2 update to 224.0.0.9 via FastEthernet0/0 (10.0.0.1)
RIP:

RIP:
RIP:

RIP:
RIP:

RIP:

RIP:

RIP:

build update entries

172.16.0.0/16 via 0.0.0.0, metric 1, tag 0
172.17.0.0/16 via 0.0.0.0, metric 1, tag 0
172.18.0.0/16 via 0.0.0.0, metric 2, tag 0
192.168.2.0/24 via 0.0.0.0, metric 2, tag 0
192.168.3.0/24 via 0.0.0.0, metric 2, tag 0

sending v2 update to 224.0.0.9 via Serial0/0/0 (172.16.0.2)

build update entries

10.0.0.0/8 via 0.0.0.0, metric 1, tag O
172.17.0.0/16 via 0.0.0.0, metric 1, tag 0
192.168.3.0/24 via 0.0.0.0, metric 2, tag 0

sending v2 update to 224.0.0.9 via Serial0/0/1 (172.17.0.1)

build update entries

10.0.0.0/8 via 0.0.0.0, metric 1, tag O
172.16.0.0/16 via 0.0.0.0, metric 1, tag 0
192.168.2.0/24 via 0.0.0.0, metric 2, tag 0
received v2 update from 172.16.0.1 on Serial0/0/0
172.18.0.0/16 via 0.0.0.0 in 1 hops
192.168.2.0/24 via 0.0.0.0 in 1 hops
192.168.3.0/24 via 0.0.0.0 in 2 hops

received v2 update from 172.17.0.2 on Serial0/0/1
172.18.0.0/16 via 0.0.0.0 in 1 hops
192.168.2.0/24 via 0.0.0.0 in 2 hops
192.168.3.0/24 via 0.0.0.0 in 1 hops

received v2 update from 172.16.0.1 on Serial0/0/0
172.18.0.0/16 via 0.0.0.0 in 1 hops
192.168.2.0/24 via 0.0.0.0 in 1 hops
192.168.3.0/24 via 0.0.0.0 in 2 hops

R2#undebug all
All possible debugging has been turned off

sla S o blLaS)!
P—’—b—’—’““ 5 9

G432

EIGRP Routing :6 ., Liw

dda

sl EIGRP  loywe SS9y &iils
DSy LS sy Soly Ldldsae sla gy gy Glixo

.EIGRP <S54 5 b0y

39t 99
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oy Liw o Jblaldl sl a5 ¢ Jlojw slaSbood s)laslol
: (20-2)  Jsls

EIGRP 10

Interface IP Address/Mask $ IP Address’Mask
Fa0/0 192.168.2.124 192.168.3.124
$0/0/0 172.160.1/16 I I 172.18.0.116
172.17.0.2/16

Lol 16.1.1.124 18.1.2.124
Lo2 16.12.124 Y 18.1.3.124
Lo3 16.1.3.124 Interface 1P AddressMask

Fa00 10.00.1/8

50/0/0 172.16.0.2/16

$0/0/1 172.17.0.1/16

Lol 17.1.1.124

Lo2 17.12.124

Lo3 17.1.3.124

49 byoye aluSLos 20-2J<5

392 00kw o Laydgy 9y WAN s Tl subio sy 1) Lo
Cow ! odw ploedl

s=ylw sl 2! Jol 3

Loopback (i d 551 & asls =
Loopback (3,551 Verify =
EIGRP Lo ws JS 59,y &uails =

EIGRP  lowe JS 5450 Verify =

La dSUd oo bl cws ™

EIGRP 655JH§J 9 dolwanr Jgd> sodalio ™
EIGRP (& la 45w Verify =

Passive interface s )lwJlzsd =

auto summary 4533 oo,S Jlxidyac ™

Loopback g d i) SuailsS

R1
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R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface loopback 1

R1(config-if)#ip address 16.1.1.1 255.255.255.0

R1(config-if)#interface loopback 2
R1(config-if)#ip address 16.1.2.1 255.255.255.0

R1(config-if)#interface loopback 3
R1(config-if)#ip address 16.1.3.1 255.255.255.0

Boovoor~wNr

A
N

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface loopback 1

R2(config-if)#ip address 17.1.1.1 255.255.255.0

R2(config-if)#interface loopback 2
R2(config-if)#ip address 17.1.2.1 255.255.255.0

R2(config-if)#interface loopback 3
R2(config-if)#ip address 17.1.3.1 255.255.255.0

Boovoor~wnr

A
w

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface loopback 1

R3(config-if)#ip address 18.1.1.1 255.255.255.0

R3(config-if)#interface loopback 2
R3(config-if)#ip address 18.1.2.1 255.255.255.0

R3(config-if)#interface loopback 3
R3(config-if)#ip address 18.1.3.1 255.255.255.0

Boo~voor~wnr

Loopback gid i) Verify

R1

R1#show ip interface brief
Interface IP-Address  OK? Method Status Protocol
FastEthernet0/0 192.168.2.1  YES manual up up
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FastEthernet0/1 unassigned ~ YES  unset  administratively down down
Serial0/0/0 172.16.0.1 YES manual up up
Serial0/0/1 172.18.0.2 YES manual up up
Loopbackl 16.1.1.1 YES manual up up
Loopback2 16.1.2.1 YES manual up up
Loopback3 16.1.3.1 YES manual up up
Vlanl unassigned YES unset administratively down down
R2
R2#show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 10.0.0.1 YES manual  up up
FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 172.16.0.2 YES manual  up up
Serial0/0/1 172.17.0.1 YES manual  up up
Loopbackl 17.1.1.1 YES manual  up up
Loopback?2 17.1.2.1 YES manual  up up
Loopback3 17.1.3.1 YES manual  up up
Vlanl unassigned YES unset  administratively down down
R3
R2#show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.3.1 YES manual  up up
FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 172.18.0.1 YES manual  up up
Serial0/0/1 172.17.0.2 YES manual  up up
Loopbackl 181.1.1 YES manual  up up
Loopback?2 18.1.2.1 YES manual  up up
Loopback3 18.1.3.1 YES manual  up up
Vlanl unassigned YES unset  administratively down down
EIGRP oL juwo JS 5490 Su LS
R1
1 | R1(config)#router eigrp 10
2 | R1(config-router)#network 192.168.2.0
3 | R1(config-router)#network 172.16.0.0
4 | R1(config-router)#network 172.18.0.0
5 | R1(config-router)#network 16.0.0.0
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R2

Ok~ wpNPEF-

R2(config)#router eigrp 10
R2(config-router)#network 10.0.0.0
R2(config-router)#network 172.17.0.0
R2(config-router)#network 172.16.0.2
R2(config-router)#network 17.0.0.0

Ok wWwNPEF

R3(config)#router eigrp 10
R3(config-router)#network 192.168.3.0
R3(config-router)#network 172.17.0.0
R3(config-router)#network 172.18.0.0
R3(config-router)#network 18.0.0.0

EIGRP oL ywno JS 5430 Verify

Jod> o ogd Jlxsd EIGRP  lojws JSS930 45 0l

R1

oo 031y gules DY L ol owos

D
D
C
C
C
D
D
C
D

R1#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP

Gateway of last resort is not set

D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

10.0.0.0/8 [90/2172416] via 172.16.0.2, 00:03:26, Serial0/0/0
16.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

16.0.0.0/8 is a summary, 00:03:32, Null0

16.1.1.0/24 is directly connected, Loopbackl

16.1.2.0/24 is directly connected, Loopback?2

16.1.3.0/24 is directly connected, Loopback3
17.0.0.0/8 [90/2297856] via 172.16.0.2, 00:03:26, Serial0/0/0
18.0.0.0/8 [90/2297856] via 172.18.0.1, 00:03:23, Serial0/0/1
172.16.0.0/16 is directly connected, Serial0/0/0
172.17.0.0/16 [90/2681856] via 172.16.0.2, 00:03:26, Serial0/0/0

[90/2681856] via 172.18.0.1, 00:03:23, Serial0/0/1
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C 172.18.0.0/16 is directly connected, Serial0/0/1
C 192.168.2.0/24 is directly connected, FastEthernet0/0
D 192.168.3.0/24 [90/2172416] via 172.18.0.1, 00:03:23, Serial0/0/1

R2

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - 1S-1S level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, FastEthernet0/0
16.0.0.0/8 [90/2297856] via 172.16.0.1, 00:35:18, Serial0/0/0
17.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

17.0.0.0/8 is a summary, 00:35:24, Null0

17.1.1.0/24 is directly connected, Loopbackl

17.1.2.0/24 is directly connected, Loopback?2

17.1.3.0/24 is directly connected, Loopback3
18.0.0.0/8 [90/2297856] via 172.17.0.2, 00:35:18, Serial0/0/1
172.16.0.0/16 is directly connected, Serial0/0/0
172.17.0.0/16 is directly connected, Serial0/0/1
172.18.0.0/16 [90/2681856] via 172.17.0.2, 00:35:18, Serial0/0/1

[90/2681856] via 172.16.0.1, 00:35:16, Serial0/0/0

192.168.2.0/24 [90/2172416] via 172.16.0.1, 00:35:18, Serial0/0/0
192.168.3.0/24 [90/2172416] via 172.17.0.2, 00:35:18, Serial0/0/1

O O OO0 O0O0O0 (ON@

R3

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
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18.0.0.0/8 is a summary, 00:40:46, Null0

18.1.1.0/24 is directly connected, Loopbackl
18.1.2.0/24 is directly connected, Loopback?2
18.1.3.0/24 is directly connected, Loopback3

OO0 0UO0

172.17.0.0/16 is directly connected, Serial0/0/1
172.18.0.0/16 is directly connected, Serial0/0/0

OO0

10.0.0.0/8 [90/2172416] via 172.17.0.1, 00:40:40, Serial0/0/1
16.0.0.0/8 [90/2297856] via 172.18.0.2, 00:40:37, Serial0/0/0
17.0.0.0/8 [90/2297856] via 172.17.0.1, 00:40:40, Serial0/0/1
18.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

172.16.0.0/16 [90/2681856] via 172.17.0.1, 00:40:40, Serial0/0/1

[90/2681856] via 172.18.0.2, 00:40:37, Serial0/0/0

192.168.2.0/24 [90/2172416] via 172.18.0.2, 00:40:37, Serial0/0/0
192.168.3.0/24 is directly connected, FastEthernet0/0

Lo 450 i bLady) ows

slaydgaolS Loy RL sasud o 54 0lS SO 31 bluSy !l aws

R3 , R2 s4sid

ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=13ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126

Ping statistics for 10.0.0.10:

Packets: Sent = 4, Received = 4, Lost = 0 (HSEHOSS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 13ms, Average = 4ms

ping 192.168.3.10

Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
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Ping statistics for 192.168.3.10:

Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

Jl)_§_3R3gR2‘5L:o4_§_5_ﬁ:).>)_33_»"_¢_,ol_§&_3J’| Iy 4ddo>iy0 (oo
A S

EIGRP dolwoer o s39lenes Joux> Verify

R1

R1#sh ip eigrp neighbors

IP-EIGRP neighbors for process 10

H Address Interface Hold  Uptime SRTT RTO Q  Seq
(sec) (ms) Cnt Num

0 172.18.0.1 Se0/0/1 12 00:16:30 40 1000 O 30

1 172.16.0.2 Se0/0/0 14 00:16:30 40 1000 O 30

Router#sh ip eigrp neighbors

IP-EIGRP neighbors for process 10

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0172.18.0.1 Se0/0/1 12 00:16:30 40 1000 0 30
1172.16.0.2 Se0/0/0 14 00:16:30 40 1000 0 30

R1#sh ip eigrp topology
IP-EIGRP Topology Table for AS 10

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 10.0.0.0/8, 1 successors, FD is 2172416
via 172.16.0.2 (2172416/28160), Serial0/0/0
P  16.0.0.0/8, 1 successors, FD is 128256
via Summary (128256/0), Null0
P 16.1.1.0/24, 1 successors, FD is 128256
via Connected, Loopbackl
P 16.1.2.0/24, 1 successors, FD is 128256
via Connected, Loopback?2
P 16.1.3.0/24, 1 successors, FD is 128256
via Connected, Loopback3
P 17.0.0.0/8, 1 successors, FD is 2297856
via 172.16.0.2 (2297856/128256), Serial0/0/0
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P 18.0.0.0/8, 1 successors, FD is 2297856
via 172.18.0.1 (2297856/128256), Serial0/0/1
P 172.16.0.0/16, 1 successors, FD is 2169856
via Connected, Serial0/0/0
P 172.17.0.0/16, 2 successors, FD is 2681856
via 172.18.0.1 (2681856/2169856), Serial0/0/1
via 172.16.0.2 (2681856/2169856), Serial0/0/0
P 172.18.0.0/16, 1 successors, FD is 2169856
via Connected, Serial0/0/1
P 192.168.2.0/24, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 192.168.3.0/24, 1 successors, FD is 2172416
via 172.18.0.1 (2172416/28160), Serial0/0/1

R2

R2#sh ip eigrp neighbors

IP-EIGRP neighbors for process 10

H  Address Interface  Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 172.17.0.2 Se0/0/1 11  00:35:05 40 1000 0 29

1 172.16.0.1 Se0/0/0 12  00:35:05 40 1000 0 40

R2#sh ip eigrp topology
IP-EIGRP Topology Table for AS 10

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 10.0.0.0/8, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 16.0.0.0/8, 1 successors, FD is 2297856
via 172.16.0.1 (2297856/128256), Serial0/0/0
P 17.0.0.0/8, 1 successors, FD is 128256
via Summary (128256/0), Null0
P 17.1.1.0/24, 1 successors, FD is 128256
via Connected, Loopbackl
P 17.1.2.0/24, 1 successors, FD is 128256
via Connected, Loopback?2
P 17.1.3.0/24, 1 successors, FD is 128256
via Connected, Loopback3
P 18.0.0.0/8, 1 successors, FD is 2297856
via 172.17.0.2 (2297856/128256), Serial0/0/1
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P 172.16.0.0/16, 1 successors, FD is 2169856
via Connected, Serial0/0/0
P 172.17.0.0/16, 1 successors, FD is 2169856
via Connected, Serial0/0/1
P 172.18.0.0/16, 2 successors, FD is 2681856
via 172.17.0.2 (2681856/2169856), Serial0/0/1
via 172.16.0.1 (2681856/2169856), Serial0/0/0
P 192.168.2.0/24, 1 successors, FD is 2172416
via 172.16.0.1 (2172416/28160), Serial0/0/0
P 192.168.3.0/24, 1 successors, FD is 2172416

R3

R3#sh ip eigrp neighbors

IP-EIGRP neighbors for process 10

H Address Interface  Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt  Num

0 172.17.0.1  Se0/0/1 12 00:48:23 40 1000 O 29

1 172.18.0.2  Se0/0/0 12 00:48:23 40 1000 O 39

R3#sh ip eigrp topology
IP-EIGRP Topology Table for AS 10

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 10.0.0.0/8, 1 successors, FD is 2172416

via 172.17.0.1 (2172416/28160), Serial0/0/1
P 16.0.0.0/8, 1 successors, FD is 2297856

via 172.18.0.2 (2297856/128256), Serial0/0/0
P 17.0.0.0/8, 1 successors, FD is 2297856

via 172.17.0.1 (2297856/128256), Serial0/0/1
P 18.0.0.0/8, 1 successors, FD is 128256

via Summary (128256/0), Null0
P 18.1.1.0/24, 1 successors, FD is 128256

via Connected, Loopbackl
P 18.1.2.0/24, 1 successors, FD is 128256

via Connected, Loopback?2
P 18.1.3.0/24, 1 successors, FD is 128256

via Connected, Loopback3
P 172.16.0.0/16, 2 successors, FD is 2681856

via 172.17.0.1 (2681856/2169856), Serial0/0/1

via 172.18.0.2 (2681856/2169856), Serial0/0/0
P 172.17.0.0/16, 1 successors, FD is 2169856
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via Connected, Serial0/0/1
P 172.18.0.0/16, 1 successors, FD is 2169856

via Connected, Serial0/0/0
P 192.168.2.0/24, 1 successors, FD is 2172416

via 172.18.0.2 (2172416/28160), Serial0/0/0
P 192.168.3.0/24, 1 successors, FD is 28160

via Connected, FastEthernet0/0

EIGRP s La 43w Verify

oo Liiw! Debug ol ygeiws I Hello/Update sla 45wy Verify s!
°~>ﬁ—‘i’u—*°
R2 -J L

R2

R2#debug eigrp packets
EIGRP Packets debugging is on
(UPDATE, REQUEST, QUERY, REPLY, HELLO, ACK)

EIGRP: Sending HELLO on FastEthernet0/0
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0 iidbQ un/rely 0/0

EIGRP: Received HELLO on Serial0/0/0 nbr 172.16.0.1
AS 10, Flags 0x0, Seq 21/0 idbQ 0/0

EIGRP: Sending HELLO on Loopbackl
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0 iidbQ un/rely 0/0

EIGRP: Received HELLO on Loopbackl nbr 17.1.1.1
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0

EIGRP: Packet from ourselves ignored

EIGRP: Sending HELLO on Serial0/0/1
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0 iidbQ un/rely 0/0

EIGRP: Sending HELLO on Loopback?2
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0 iidbQ un/rely 0/0

EIGRP: Received HELLO on Loopback2 nbr 17.1.2.1
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0

EIGRP: Packet from ourselves ignored




3= LS sla gy Low 65
CCNA

EIGRP: Sending HELLO on Serial0/0/0
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0 iidbQ un/rely 0/0

EIGRP: Sending HELLO on Loopback3
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0 iidbQ un/rely 0/0

EIGRP: Received HELLO on Loopback3 nbr 17.1.3.1
AS 10, Flags 0x0, Seq 15/0 idbQ 0/0

EIGRP: Packet from ourselves ignored

EIGRP: Received HELLO on Serial0/0/1 nbr 172.17.0.2
AS 10, Flags 0x0, Seq 17/0 idbQ 0/0

R2#undebug all
All possible debugging has been turned off

Passive Interface s jylwJlxs

s Hello/Updates slas sy Jlwy!l 31 syaSel>  yglaio 4
. piS 0 oo Lidw! passiveinterface siwo 1 o LESAST by il

R2 -JLi

R2

R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#router eigrp 10
R2(config-router)#passive-interface fastEthernet 0/0

A WN P

R2#debugeigrp ) siws oy lugs 31 passiveinterface s jlwdlzd 31 dxo
Iy =) b2 a5l a5 a5 debug >9300 puyo LS | packets
TS ode Law

EIGRP:Sending HELLO on fastEthernet 0/0
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s9 Hello/lUpdate slas Sws Jlwy! ade 45 cwlizs Glds (o
LOwl o odd alxdl oo ddg e Lo olxd S oy il

auto summary 43935 338 Jlrd s

EIGRP Lo s SS9 o gaudgimy O gwo4y auto summary 4535
0o Jdlxdype Lo LS paonlo mrw Swwd ol o Lowl Jlxd
e 1y olosswe Jads 2P Oy LiS cauto summary s 4i)S

cpasS odaliie |y cwl Jlxd yae 4 Jlxd autosummary 4

R1

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 10

Router(config-router)#no auto-summary

A WNPE

5wy Jlae!l HI uro R2 Ho losws Jods 2905 ¢odn Liow
b I Y

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

O

10.0.0.0/8 is directly connected, FastEthernet0/0
16.0.0.0/24 is subnetted, 3 subnets
16.1.1.0 [90/2297856] via 172.16.0.1, 00:00:08, Serial0/0/0
16.1.2.0 [90/2297856] via 172.16.0.1, 00:00:08, Serial0/0/0
16.1.3.0 [90/2297856] via 172.16.0.1, 00:00:08, Serial0/0/0
17.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
17.0.0.0/8 is a summary, 01:48:46, Null0
17.1.1.0/24 is directly connected, Loopbackl
17.1.2.0/24 is directly connected, Loopback?2
17.1.3.0/24 is directly connected, Loopback3
18.0.0.0/8 [90/2297856] via 172.17.0.2, 01:48:39, Serial0/0/1
172.16.0.0/16 is directly connected, Serial0/0/0
172.17.0.0/16 is directly connected, Serial0/0/1
172.18.0.0/16 [90/2681856] via 172.17.0.2, 01:48:39, Serial0/0/1

OO0 OoO0O0O00 OO0
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[90/2681856] via 172.16.0.1, 00:00:08, Serial0/0/0
D  192.168.2.0/24 [90/2172416] via 172.16.0.1, 00:00:08, Serial0/0/0
D  192.168.3.0/24 [90/2172416] via 172.17.0.2, 01:48:39, Serial0/0/1

OSPF Routing- Single Area : 7 4 Liw
DU
.Single Area < > OSPF _lows JS 55y &ails ™
OSPF s Soy o8y a5 g OSPF o SyLS syuSoly =
3939395

ooy w0 Jladl sl Jbojw ¢ ooy S5 slasoad syl ashol )
: (21-2) U<
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S0/0/1

F nmm'o;"o

’ Area 0
S0//0 S0/

T -

S0/0/0 )

Sen l% a0/0

TT?
| |

TR

Interface |IP AddressMask Interface |IP AddressMask
Fa00 | 192.1682.124 | & Fa00 |192.1683.124
$0/000 | 172.16.0.1/16 : D 50/00 |172.18.0.1/16
S0/0/1 172.18.0.2/16 , \ soior1 |172.17.0.2/16

Interface |IP AddressMask

Fa0/0 10.0.0.1/8

S0/0/1 172.17.0.1/16

S0/0/0 | 172.16.0.2/16

4 byyse pl xSy 21-2J<

00 Lasdgy sy = WAN b 00l subo xS 1) Lagius
odd palxdl 3 g0y liw

COw |
s=ylbw sl 2 Jol 3

Single Area s o OSPF L lows JS 54 &isLs ™
Single Area s o OSPF Lo ws JS5,5, Verify
Lo S0d (o byl Gws ™

OSPF Jglu> sodalio =

OSPF s Las 45w Verify
Passive Interface (o, JlLx3 =

Single Area o yd OSPF | Lo jws JS 5430 SuailS

R1
1 | R1(config)#router ospf 1
2 | R1(config-router)#router-id 1.1.1.1
3 | R1(config-router)#network 192.168.2.1 0.0.0.0 area 0
4 | R1(config-router)#network 172.16.0.1 0.0.0.0 area 0
5 | R1(config-router)#network 172.18.0.2 0.0.0.0 area 0

R2
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R2(config)#router ospf 1
R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 10.0.0.1 0.0.0.0 area 0
R2(config-router)#network 172.17.0.1 0.0.0.0 area 0
R2(config-router)#network 172.16.0.2 0.0.0.0 area 0

gapbh owpNPEF

R3

R3(config)#router ospf 1
R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 192.168.3.1 0.0.0.0 area 0
R3(config-router)#network 172.18.0.1 0.0.0.0 area 0
R3(config-router)#network 172.17.0.2 0.0.0.0 area 0

Ok~ wpNPEF

Single Area > OSPF | Lo jwo JS 5430 Verify

"o" () U_H_“:_)_&_m_n Jgd> Ho Db Jlxos OSPF JSJ}H 49 U_,ol_/i_i_a
g g 00y Guolal

R1

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

(@) 10.0.0.0/8 [110/65] via 172.16.0.2, 00:03:52, Serial0/0/0
16.0.0.0/24 is subnetted, 3 subnets

16.1.1.0 is directly connected, Loopbackl

16.1.2.0 is directly connected, Loopback?2

16.1.3.0 is directly connected, Loopback3
172.16.0.0/16 is directly connected, Serial0/0/0
172.17.0.0/16 [110/128] via 172.18.0.1, 00:03:52, Serial0/0/1

[110/128] via 172.16.0.2, 00:03:52, Serial0/0/0

172.18.0.0/16 is directly connected, Serial0/0/1
192.168.2.0/24 is directly connected, FastEthernet0/0
192.168.3.0/24 [110/65] via 172.18.0.1, 00:03:52, Serial0/0/1

oOCOO0OO0O

OO0
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R2

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, 0 - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 10.0.0.0/8 is directly connected, FastEthernet0/0
17.0.0.0/24 is subnetted, 3 s ubnets
17.1.1.0 is directly connected, Loopbackl
17.1.2.0 is directly connected, Loopback?2
17.1.3.0 is directly connected, Loopback3
172.16.0.0/16 is directly connected, Serial0/0/0
172.17.0.0/16 is directly connected, Serial0/0/1
172.18.0.0/16 [110/128] via 172.17.0.2, 00:12:04, Serial0/0/1
[110/128] via 172.16.0.1, 00:12:04, Serial0/0/0
192.168.2.0/24 [110/65] via 172.16.0.1, 00:12:04, Serial0/0/0
192.168.3.0/24 [110/65] via 172.17.0.2, 00:12:04, Serial0/0/1

OO0 O0O0O0O0OO0OO0

R3

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
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10.0.0.0/8 [110/65] via 172.17.0.1, 00:39:02, Serial0/0/1
18.0.0.0/24 is subnetted, 3 subnets

18.1.1.0 is directly connected, Loopbackl

18.1.2.0 is directly connected, Loopback2

18.1.3.0 is directly connected, Loopback3
172.16.0.0/16 [110/128] via 172.18.0.2, 00:39:02, Serial0/0/0

[110/128] via 172.17.0.1, 00:39:02, Serial0/0/1

172.17.0.0/16 is directly connected, Serial0/0/1
172.18.0.0/16 is directly connected, Serial0/0/0
192.168.2.0/24 [110/65] via 172.18.0.2, 00:39:02, Serial0/0/0
192.168.3.0/24 is directly connected, FastEthernet0/0

ocoOoOonO O

O00O0

Lo S0 o blidyl Sl

sla )y Sgar 0l S Loy R1 CASaw Y yJSeaa sl S So o blLaSyl GwS
R3 9 R2 SladSod Hd 24240

ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=2ms TTL=126
Reply from 10.0.0.10: bytes=32 time=11ms TTL=126
Reply from 10.0.0.10: bytes=32 time=2ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126

Ping statistics for 10.0.0.10:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 11ms, Average = 4ms

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=16ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Ping statistics for 192.168.3.10:

Packets: Sent = 4, Received = 4, Lost =0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 16ms, Average = 5ms
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DI SS R3 5 R2 slaasod 5o s 0lS S 31 1, ping [ siws
N LY

OSPF Jglu> soun Liw

R1

R1#show ip ospf neighbor

Neighbor ID  Pri  State Dead Time Address Interface
2.2.2.2 0 FULL/- 00:00:32  172.16.0.2 Serial0/0/0
3.333 0 FULL/- 00:00:32  172.18.0.1 Serial0/0/1

R1#sh ip ospf database
OSPF Router with ID (1.1.1.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age  Seg# Checksum Link count
1.1.1.1 1.1.1.1 84 0x8000000f 0x00cfb7 5
3.3.3.3 3.3.33 86 0x8000000f 0x001c60 5
2.2.2.2 2.2.2.2 83 0x8000000f 0x005a8c 5
R2

R2#show ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
1.1.1.1 0 FULL/ - 00:00:30 172.16.0.1 Serial0/0/0
3.3.3.3 0 FULL/ - 00:00:39 172.17.0.2 Serial0/0/1

R2#sh ip ospf database
OSPF Router with ID (2.2.2.2) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router  Age  Seg# Checksum Link count
2.2.2.2 2.2.2.2 542  0x8000000f 0x005a8c 5
3.3.3.3 3.3.3.3 546  0x8000000f 0x001c60 5
1.1.1.1 1111 544 0x8000000f 0x00cfb7 5

R3
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R3#show ip ospf neighbor

Neighbor
2.2.2.2
1.1.1.1

R3#sh ip ospf database
OSPF Router with 1D (3.3.3.3) (Process ID 1)

ID

Pri State Dead Time Address Interface
0 FULL/- 00:00:39 172.17.0.1 Serial0/0/1
0 FULL/- 00:00:39 172.18.0.2 Serial0/0/0

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum  Link count
3.3.3.3 3.3.33 792 0x8000000f 0x001c60 5
1.1.1.1 1.1.11 791 0x8000000f 0x00cfb7 5
2.2.2.2 2.2.2.2 789 0x8000000f 0x005a8c 5
OSPF s La 43w Verify
Cogb o o3 Lasw! Debug of ysiws 31 OSPF s la S Verify s o
R2 -JLU
R2

R2#debug ip ospf events
OSPF events debugging is on

07:36:17:

07:36:17:

07:36:19:

07:36:19:

07:36:27:

07:36:27:

07:36:29:

07:36:29:

07:36:37:

OSPF:

OSPF:

OSPF:

OSPF:

OSPF:

OSPF:

OSPF:

OSPF:

OSPF:

Rcv hello from 3.3.3.3 area 0 from Serial0/0/1 172.17.0.2
End of hello processing
Rcv hello from 1.1.1.1 area 0 from Serial0/0/0 172.16.0.1
End of hello processing
Rcv hello from 3.3.3.3 area 0 from Serial0/0/1 172.17.0.2
End of hello processing
Rcv hello from 1.1.1.1 area 0 from Serial0/0/0 172.16.0.1

End of hello processing

Rcv hello from 3.3.3.3 area 0 from Serial0/0/1 172.17.0.2
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07:36:37: OSPF: End of hello processing
07:36:39: OSPF: Rcv hello from 1.1.1.1 area 0 from Serial0/0/0 172.16.0.1
07:36:39: OSPF: End of hello processing
07:36:47: OSPF: Rcv hello from 3.3.3.3 area 0 from Serial0/0/1 172.17.0.2
07:36:47: OSPF: End of hello processing
07:36:49: OSPF: Rcv hello from 1.1.1.1 area 0 from Serial0/0/0 172.16.0.1
07:36:49: OSPF: End of hello processing

R2#undebug all
All possible debugging has been turned off

Passive Interface (35 35 Jlx3

oo d 55 sey s Hello sle abiwsy Gud Jlwy! 31 yeiwd (ol

R2

-

R2(config)#router ospf 1
2 | R2(config-router)#passive-interface fastEthernet 0/0

R2#debug ip ospf  jaiwo o lougo 481 Yl yeldws sl >l 1 axo
ogd e odalhe o) bF > HO 0gd 00y LS events
OSPF: Send hello to 224.0.0.5 area 0 on FastEthernet 0/0 from 10.0.0.1

s9y = hello sla iy Jlw)y ple 4S5 Gwlizao Ol ao (ol
COwl od alxil G ddg e Loy laAS oSl

OSPF- Routing- Multiple Area :8 4y Liw
Qda
4y 4S5 area (ou.i> o (backbonearea) area0 s Lo OSPF & iasiLs
Ao oud Juadie backbone

S35 939095
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sy Liw o Jlas!l sl Jloyw ¢ a5 slasSdad il aslol )
2 (22-2)  Jsls
-..S0/0/1
—y S0/0/0
Area 0

Fa0/0 i
Interface |IP AddressMask
Fa0/0 | 192.1682.124 Fa0/0 |192.168.3.124
S0/00 | 172.160.1/16 $0/0/0 |172.18.0.1/16
S0/0/1 | 172.18.0.2/16 | _, S0/01 1172.17.0.216

Interface |IP AddressMask
Fa0/0 10.0.0.1/8
S0/01 | 172.17.0.1/16
$0/0/0 | 172.16.0.2/16

Interface |IP AddressMask

bayyn pl ySLys 22-205

00 Laydgy sy s WAN s 00l b S @) Ly
owl o plxdl 3 g0y Liw

= bw sl 2l Jol
Juoie sla area 5 area0 Lo OSPF L lowe JS 59,y & ails ™
area0 4
OSPF o lowe JS 5450 Verify =
Lo aS0d oo blady!l cws ™
OSPF Jglu> soualio ™

4 Judo sla area o area0 Lo OSPF Lo jswo JS 5490 SudiLS
backbone

R1

R1(config)#router ospf 2
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 192.168.2.1 0.0.0.0 area 1

WN -
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R1(config-router)#network 172.16.0.1 0.0.0.0 area 0
R1(config-router)#network 172.18.0.2 0.0.0.0 area 0

R2

Ok owpNPEF

R2(config)#router ospf 2
R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 10.0.0.1 0.0.0.0 area 0
R2(config-router)#network 172.17.0.1 0.0.0.0 area 0
R2(config-router)#network 172.16.0.2 0.0.0.0 area 0

Ok~ wdNPEF

R3(config)#router ospf 2
R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 192.168.3.1 0.0.0.0 area 2
R3(config-router)#network 172.18.0.1 0.0.0.0 area 0
R3(config-router)#network 172.17.0.2 0.0.0.0 area 0

OSPF | ol jowns JS 5490 Verify

S logowe Jeda> yo vedh Jlxd OSPF S5, Multiarea o b,

R1

g e 00l o giolas "O TA"Y L Internal s La 40

@)
C
@)

C
C

R1#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP

Gateway of last resort is not set

OIA 192.168.3.0/24 [110/65] via 172.18.0.1, 00:02:21, Serial0/0/1

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

10.0.0.0/8 [110/65] via 172.16.0.2, 00:02:21, Serial0/0/0

172.16.0.0/16 is directly connected, Serial0/0/0

172.17.0.0/16 [110/128] via 172.16.0.2, 00:02:21, Serial0/0/0
[110/128] via 172.18.0.1, 00:02:21, Serial0/0/1

172.18.0.0/16 is directly connected, Serial0/0/1

192.168.2.0/24 is directly connected, FastEthernet0/0
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R2

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-1S inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, FastEthernet0/0

172.16.0.0/16 is directly connected, Serial0/0/0

172.17.0.0/16 is directly connected, Serial0/0/1

172.18.0.0/16 [110/128] via 172.17.0.2, 00:09:45, Serial0/0/1
[110/128] via 172.16.0.1, 00:09:45, Serial0/0/0

O IA 192.168.2.0/24 [110/65] via 172.16.0.1, 00:09:45, Serial0/0/0

O IA 192.168.3.0/24 [110/65] via 172.17.0.2, 00:09:45, Serial0/0/1

ONONON@!

R3

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I -IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

O 10.0.0.0/8 [110/65] via 172.17.0.1, 00:12:56, Serial0/0/1

@) 172.16.0.0/16 [110/128] via 172.17.0.1, 00:12:56, Serial0/0/1
[110/128] via 172.18.0.2, 00:12:56, Serial0/0/0

C 172.17.0.0/16 is directly connected, Serial0/0/1

C 172.18.0.0/16 is directly connected, Serial0/0/0

OIA 192.168.2.0/24 [110/65] via 172.18.0.2, 00:12:56, Serial0/0/0

C 192.168.3.0/24 is directly connected, FastEthernet0/0
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S—= L byt Rl sasod Ho ds2s0 slaydeinals 51 S
cpd S0 QwS R33R24ﬁ_{_&)3 do>g0 Slay g ol S )
ping 10.0.0.10

Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=2ms TTL=126
Reply from 10.0.0.10: bytes=32 time=2ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126

Ping statistics for 10.0.0.10:
Packets: Sent = 4, Received = 4, Lost = 0 (DSGHISS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHOSS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

3o R3 93 R2 55 ds280 slaySgunolS S o ping |y ¢5wo
i Sy pSS

OSPF_J gl d> s 0da Lio

R1

R1#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
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2.2.2.2 0 FULL/- 00:00:35 172.16.0.2 Serial0/0/0
3.3.3.3 0 FULL/- 00:00:35 172.18.0.1 Serial0/0/1
R1#sh ip ospf database

OSPF Router with ID (1.1.1.1) (Process ID 2)
Router Link States (Area 0)
Link ID ADV Router Age Seq# Checksum Link count
1.1.1.1 1.1.1.1 1548 0x8000000a 0x00a661 4
2.2.2.2 2.2.2.2 1549 0x8000000b 0x006288 5
3.3.3.3 3.3.3.3 1548 0x8000000a 0x0011ec 4
Summary Net Link States (Area 0)
Link ID ADV Router Age Seq# Checksum
192.168.2.0 1.1.1.1 1625 0x80000002 0x00ab42
192.168.3.0 3.3.3.3 1495 0x80000002 0x006480
Router Link States (Area 1)
Link ID ADV Router Age Seq# Checksum Link count
1.1.1.1 1.1.1.1 1629 0x80000003 0x004a93 1
Summary Net Link States (Area 1)
Link ID ADV Router Age Seq# Checksum
172.16.0.0 1.1.1.1 1624 0x80000006 0x005efa
172.18.00 1.1.1.1 1588 0x80000007 0x004412
10.0.0.0 11.1.1 1534 0x80000008 0x0067al
172.17.00 1.1.1.1 1534 0x80000009 0x00ce46
192.168.3.0 1.1.1.1 1489 0x8000000a 0x001391
R2
R2#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 0 FULL/-  00:00:38 172.16.0.1  Serial0/0/0
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3.3.3.3 0 FULL/-  00:00:38 172.17.0.2  Serial0/0/1
R2#sh ip ospf database

OSPF Router with ID (2.2.2.2) (Process ID 2)
Router Link States (Area 0)
Link ID ADV Router Age Seq# Checksum Link count
2.2.2.2 2.2.2.2 305 0x8000000c 0x006089 5
1.1.1.1 1.1.1.1 305 0x8000000b 0x00a462 4
3.3.3.3 3.3.3.3 304 0x8000000b 0x000fed 4
Summary Net Link States (Area 0)
Link ID ADV Router Age Seq# Checksum
192.168.2.0 1.1.1.1 382 0x80000003 0x00a943
192.168.3.0 3.3.3.3 251 0x80000003 0x006281
R3
R3#show ip ospf neighbor
Neighbor 1D Pri State Dead Time Address Interface
2.2.2.2 0 FULL/- 00:00:30 172.17.0.1  Serial0/0/1
1.1.1.1 0 FULL/- 00:00:30 172.18.0.2  Serial0/0/0
R3#sh ip ospf database
OSPF Router with 1D (3.3.3.3) (Process ID 2)
Router Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum Link count
3.3.3.3 3.3.3.3 593 0x8000000b 0x000fed 4
2.2.2.2 2.2.2.2 595 0x8000000c 0x006089 5
1.1.1.1 1.1.1.1 594 0x8000000b 0x00a462 4
Summary Net Link States (Area 0)
Link ID ADV Router Age Seq# Checksum
192.168.3.0 3.3.3.3 540 0x80000003 0x006281
192.168.2.0 1.1.1.1 671 0x80000003 0x00a943

Router Link States (Area 2)

Link ID ADV Router Age Seq# Checksum Link count
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3.3.3.3 3.333 546 0x80000004 0x00b813 1
Summary Net Link States (Area 2)
Link ID ADV Router  Age Seq# Checksum
172.18.0.0 3.3.33 541 0x8000000d 0x00fb4c
172.16.0.0 3.3.3.3 531 0x8000000e 0x009474
192.168.2.0 3.3.3.3 531 0x8000000f 0x00d7c0
172.17.0.0 3.3.3.3 495 0x80000010 0x000244
10.0.0.0 3.3.33 485 0x80000011 0x0019de
OSPF Routing-DR & BDR :9 0y Liw
Ada

slay gy sgy OSPF 45 _sl85. BDR 4 DR olaiil 85,85 Sy
cogd Sod LS oS Goyb S s Juwdio

39t 99

:(23-2)  Jss oy Lbw sl Sy sHlasShal
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10.0.0.0/24 -
Switch

Area0

boyya al ySLss 23-205

s=ylbw sl 2 Jol s

(DR/BDR/DROTHER) Lo 4555 w Lagiis wois Lie ™
DR/BDR o Lsis! S8 Sys m

Seb DRy Joun s el j 55, So L5 OSPR ans gl jass

OSPF | oloiwos JS 54930 S LS

R1

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 10.0.0.0 0.0.0255 area 0

WN -

R2(config)#router ospf 1
R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 10.0.0.0 0.0.0.255 area 0

WN -
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R3(config)#router ospf 1
R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 10.0.0.0 0.0.0.255 area 0

WN P

(DR/BDR/DROTHER) La 434y s lagii’ soun Liw

s90 = OSPF US54y 45 ol cppydfiny O)go 4o
;JMH Jlrd 354y SO a5l
.ow! BDR 28y G290 9

w9 xS |
DR Do SodilS 4S8 5554y udgl

R1
R1#sh ip ospf neighbor

Neighbor ID Pri  State DeadTime Address Interface
3.3.3.3 1 FULL/ 00:00:31 10.0.0.3  FastEthernet0/0
2.2.2.2 1 FULL/ 00:00:31 10.0.0.2  FastEthernet0/0
R2

R2#sh ip ospf neighbor

Dead Time Address Interface

Neighbor ID Pri  State
1.1.1.1 1  FULL/ 00:00:31  10.0.0.1  FastEthernet0/0
3.3.3.3 1 FUL 00:00:31 10.0.0.3  FastEthernet0/0

R3
R3#sh ip ospf neighbor

Dead Time Address Interface

Neighbor ID Pri  State
1.1.1.1 1 FULL 00:00:31 10.0.0.1 FastEthernet0/0
2222 1 FULL 00:00:31 10.0.0.2 FastEthernet0/0

BDR 4 DR ulaill 558> Sy

¢d9d Jlrd LaySgy sdan s9y o Olo) So yo OSPF US54 0y 5
Router- 3 DR (1 siec 4 Router-id (o, 5¥ Ly Lo 354 gbdginy O god

cogb 0 olaisl BDR gl ghiedn sdxn Yl ool Lo id
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SAaa 9y o =) Dsows 09S o)l Lo OSPR 4wy, B Lo
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|

Router#clear ip ospf process
2 | Reset ALL OSPF processes? [no]: yes

.

5ed DR 40 Jodus pls 4359y & L5 OSPF csgtel  paiis

DR o 1, b 55y 4 plsdee OSPR cosldsl jooxs Lo
Lo 590 5 DR ¢l gbeay ans bl oV Ly Lo p5s) «pdS Jous

O gw 0 ol BDR (l sicay suxry Yl oyl
R1

1 | R1(config)#interface fastEthernet 0/0
2 | R1(config-if)#ip ospf priority 150

R2

-

R2(config)#interface fastEthernet 0/0
2 | R2(config-if)#ip ospf priority 200

R3

-

R3(config)#interface fastEthernet 0/0
2 | R3(config-if)#ip ospf priority 150

BDR 4 DR L5 wiS | >l LaySgy 4 So) s 1y 32y )giwd
CO g ol wus

-

Router#clear ip ospf process
2 | Reset ALL OSPF processes? [no]: yes

oylogd Las Sy sdna oy o= Yo sedwd slpz! H1 wxo 31 JLs
owlw! o BDR}DR&J}.&!U_A oda Lio pad S |yt 1y Verify 9w
Owlodd olxdl x5y 2 Ggdgl

R1

R1#show ip ospf neighbor
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Neighbor ID  Pri  State Dead Time Address Interface
2.2.2.2 200 FULL 00:00:30 10.0.0.2 FastEthernet0/0
3.3.3.3 100 FULL 00:00:30 10.0.0.3  FastEthernet0/0

R1#sh ip ospf interface fastEthernet 0/0

FastEthernet0/0 is up, line protocol is up

Internet address is , Area0
, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec,

Designated Router (ID) 2.2.2.2, Interface address 10.0.0.2
Backup Designated Router (ID) 1.1.1.1, Interface address 10.0.0.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 2, Adjacent neighbor count is 2
Adjacent with neighbor 2.2.2.2 (Designated Router)
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)

R2

R2#show ip ospf neighbor

Neighbor ID  Pri  State Dead Time  Address Interface
1.1.11 150 FULL/ 00:00:32 10.0.0.1 FastEthernet0/0
3.3.3.3 100 FULL 00:00:32 10.0.0.3  FastEthernet0/0

R2#sh ip ospf interface fastEthernet 0/0

FastEthernet0/0 is up, line protocol is up

Internet address is Area 0
, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec,
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Designated Router (ID) 2.2.2.2, Interface address 10.0.0.2
Backup Designated Router (ID) 1.1.1.1, Interface address 10.0.0.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit5
Hello due in 00:00:05
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0O msec
Neighbor Count is 2, Adjacent neighbor count is 2
Adjacent with neighbor 1.1.1.1 (Backup Designated Router)
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)
R3
R3#show ip ospf neighbor
Neighbor ID  Pri  State Dead Time Address Interface
2.2.2.2 200 FULL/l 00:00:35 10.0.0.2  FastEthernet0/0
1.1.1.1 150 FULL 00:00:35 10.0.0.1 FastEthernet0/0

R3#sh ip ospf interface fastEthernet 0/0

FastEthernet0/0 is up, line protocol is up

Internet address is , Area 0
Process ID 1, , Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec,

Designated Router (ID) 2.2.2.2, Interface address 10.0.0.2
Backup Designated Router (ID) 1.1.1.1, Interface address 10.0.0.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:09
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 2, Adjacent neighbor count is 2
Adjacent with neighbor 2.2.2.2 (Designated Router)
Adjacent with neighbor 1.1.1.1 (Backup Designated Router)
Suppress hello for 0 neighbor(s)
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Standard ACL :10 g Liw
dda
W51 5 1P:192.168.2.10 4S sk R2 sy ACL ol y>! 4 Suisls
LS sy byl 10.0.00 asold Lo
393995

1 (24-2) U< ey Bw ¢l yo a5y 5 g Jloyw sIP Soas LS
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0 e S qrr?

@qm ‘W'@q@

Interface |IP AddressMask
Fa00 10.0.0.1/8
S0/0/1 | 17217.0.1/16
S0/0/0 | 172.16.0.2/16

bayyo al ySLys 24-2)5

Interface |IP AddressMask Interface |IP AddressMask
Fa00 | 192.1682.124 | | Fa0/0 |192.1683.124
5000 | 172.160.1/16 : D S0/0/1 |172.17.0.2/16

$9) = e JSST 9 9 WAN guod il Sadls ) Ly
owl odw plxdl 4 93 goyliw Ho yTg

s=ylbw sl 2 Jol 3

Sasls 31 Jud la ySeu ol S/ laaSad oo bl Verify
ACL

Standard ACL s ! )1 5 &aa5LS

sl ) S5euuolS/ LadaSud  Gu odd Sgdwe byl Verify
ACL o o ipasiios

ACL Saiils 31 Jub e y5guaaolS/ladSud Guo blajyl Verify

RL 4S5 4o 192.168.2.10 ,54syols |

ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126

Reply from 10.0.0.10: bytes=32 time=12ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126




3= LS sla gy Low 89
CCNA

Reply from 10.0.0.10: bytes=32 time=1ms TTL=126

Ping statistics for 10.0.0.10:

Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 12ms, Average = 3ms

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=7ms TTL=126

Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHGSS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 7ms, Average = 2ms

RL 4.t ;o 192.168.2.20 ; 5asysolS ;|

ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=15ms TTL=126

Ping statistics for 10.0.0.10:

Packets: Sent = 4, Received = 4, Lost = 0 ([HSEHESS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 15ms, Average = 4ms

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
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Reply from 192.168.3.10: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

Standard ACL s 31 ¢ Sus3LS

R2(config)#access-list 1 deny 192.168.2.10 0.0.0.0
R2(config)#access-list 1 permit any

R2(config)#interface fastEthernet 0/0
R2(config-if)#ip access-group 1 out

Ok wpNPEF

R2 o Verify &l ygiwo

R2#sh ip access-lists

Standard IP access list 1
10 deny host 192.168.2.10
20 permit any

R2#show ip interface fastEthernet 0/0
FastEthernet0/0 is up, line protocol is up (connected)
Internet address is 10.0.0.1/8
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is 1
Inbound access list is not set

0 diypaseidn s la 3 guaolS/ LladSod (i odid dgdwo bLiIyl Verify
ACL »»

RL 4S.s 4o 102.168.210 54y ols |

ping 10.0.0.10

Pinging 10.0.0.10 with 32 bytes of data:

Reply from 172.16.0.2: Destination host unreachable.
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Reply from 172.16.0.2: Destination host unreachable.
Reply from 172.16.0.2: Destination host unreachable.
Reply from 172.16.0.2: Destination host unreachable.

Ping statistics for 10.0.0.10:
Packets: Sent = 4, Received = 0, Lost = 4 ([D0SGHEES),

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=11ms TTL=126
Reply from 192.168.3.10: bytes=32 time=11ms TTL=126

Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 ([HSEHOSS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 11ms, Average = 6ms

s4Sad 4o 192168210 wytiwd sz dedo odaldio 4S5 Hghilaa
L 102168210 4 54iyolS his pusss 00,8 ssaws |, 10.0.0.0
s 10216830 saSuh 4n s 5yl 45 wsiws 10000 sasid
caSod 4o pualgry jJ8 00 slay e el S HI 481 Jls Loyl
i LSl LS Gol aabls 4ibls wsiws 102168310 , 10.0.0.0

b Lo

RL s4S0cb o 192.168.2.20 541, ols |

ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=14ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126

Ping statistics for 10.0.0.10:
Packets: Sent = 4, Received = 4, Lost = 0 (HEEHOSSH
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 14ms, Average = 4ms
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ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=7ms TTL=126
Reply from 192.168.3.10: bytes=32 time=10ms TTL=126
Reply from 192.168.3.10: bytes=32 time=11ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.3.10:

Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 11ms, Average = 7ms

Extended ACL :11 40 Liw
TN

HTTP 5w 40 wdws j! (10.0.0.0/8) R2 s4s0d (oS dgdmno ™
(192.168.10.3) R34S o
(192.168.2.0/24) R1 4S,d 4 pPINg Ho3S dgdwno =

39t 99
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S gy biw ¢l g Jlogw ¢ 05,51 aud bl sla IP &asLs
2 (2-25)

Interface |IP AddressMask Interface IP AddressMask
Fa0/0 | 192.168.2.124 | 3 Fa0/0 [192.168.3.124
50000 | 172.16.0.1/16 : E S00/1 |172.17.0.016

Interface |IP AddressMask
Fa0/0 10.0.0.1/8
S0/0/1 | 17217.0.1/16

b gy 350,080 JS10226.25+2 50

$9) = e JSST g 9 WAN puod il Sadls oy Ly
owl odw plxdl 4 9 3 soyliw yo Laydgy

s=ylw sl 2! Jol 3

51 Jud Le s Seuy LS/ e aSub guy bLadyl 5 Lapayssw Verify =
Extended ACL & 3L

Extended ACL &1 3> 4 &uas5ls =

) 0 i D g duw o bl Syl 9 Lagu g yw Verify =
ACL Y oD patkdis LsLb‘)_?}_»”_g_‘olJ/LbM

3 Jud laySenaelS/ladsSod G blubyl g lagsggw Verify
Extended ACL & aLS

R2 4Sub o 10.0.0.10 4540y ols 31

ping 192.168.2.10

Pinging 192.168.2.10 with 32 bytes of data:

Reply from 192.168.2.10: bytes=32 time=1ms TTL=126
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Reply from 192.168.2.10: bytes=32 time=1ms TTL=126
Reply from 192.168.2.10: bytes=32 time=1ms TTL=126
Reply from 192.168.2.10: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.2.10:
Packets: Sent = 4, Received = 4, Lost = 0 (DSGHISS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 1ms, Average = 1ms

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=6ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 [[SSGHOSSH
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 6ms, Average = 2ms

Extended ACL s y>1 ¢ SuaiLS

A
N

R2(config)#access-list 110 deny tcp 10.0.0.0 0.255.255.255 192.168.3.10
0.0.0.0eq 80

R2(config)#access-list 110 deny icmp 10.0.0.0 0.255.255.255 192.168.2.0
0.0.0.255 echo

R2(config)#access-list 110 permit ip any any

R2(config)#interface fastEthernet 0/0
R2(config-if)#ip access-group 110 in

coNoOOolThWDN -

R2 o Verify o yaiwd

R2

R2#show access-lists

Extended IP access list 110
10 deny tcp 10.0.0.0 0.255.255.255 host 192.168.3.10 eq www
20 deny icmp 10.0.0.0 0.255.255.255 192.168.2.0 0.0.0.255 echo
30 permit ip any any
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R2#sh ip interface fastEthernet 0/0

FastEthernet0/0 is up, line protocol is up (connected)

Internet address is 10.0.0.1/8

Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is 110

Proxy ARP is enabled

G odid dgduwo bliaiyl

9 Lagusoyw Verify

ACL y3 o gaxivn ¢ la 33 g 0LlS/ La 4500

R2 i 5o 10.0.0.10 4 5ausols 5|

ping 192.168.2.10

Pinging 192.168.2.10 with 32 bytes of data:

Reply from 10.0.0.1:
Reply from 10.0.0.1:
Reply from 10.0.0.1:
Reply from 10.0.0.1:

Ping statistics for 192.168.2.10:

Packets: Sent = 4, Received = 0, Lost = 4 ([I0SEHOSS).

ping 192.168.3.10

Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.3.10:

Packets: Sent = 4, Received = 4, Lost = 0 ([ISEHESS),

Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

host unreachable.
host unreachable.
host unreachable.
host unreachable.
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e e D HTTP BEBY P—ﬁ-“'ﬁ-ﬁf—? 10.0.0.10 )_39_)_)_,0“¢ LS 3l J._fi
Ppnsbee 2lee ) plry Lo opalo 4SATD

Web Browser X

< || > | URL |http://192.168.3.10] | G Stop

Request Timeout

N

Jow 49 100010 jSgaa0lsS widws pde  Gwl  26-2])S

g sdgl sl S 12 4y Liw

dda

EiSlS 5 Lagaiew IPAddress cojoue o))yl Hxo dous
coe g Lo guny

39t 99
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CCNA
oy Lw o Jlas! sl o a5t 5 JewiS slasSoad syl adl ol
2 (27-2) U
4 ~», Console
-~
-
~
Vian 1 N\
192.168.20.50/24\
\
\
\
|
I
|
/
/
/
7/
-~
-

Computer IP Address
192.168.20.10
bysso pl ySlys 27-2Jd
s=ylw sl 2! Jol s
Jlall sl JewsiS gHlaslol y ™
o Dl oo Llwl Ly Jewd S Gopb ) aadew 4w dwy ®
Slwanad H) 3381 p oy
Show &1 yeiws o5 4Swaw 22w 10S slaun Ly Lﬁ;l_;_ﬁaT .

Vlan1 8,551 sIP 4 Hostname & aiLsS =

Jbladl sl o dyguwy sHladlol
Privilege Password & a5l =

Faoew Sy = odd plxidl Ol yaiwd o P
Telnet G yb Fhew 4w yiwd

Jlas! ol 30 JewiS sl dslol
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i Jgwd S JolSs Lo 0'3—30—4’ Joewi S Jbladl sHlashol y Hyghiody
23S Jualie 35030l S COM 0y 40 1) aodew JeuwsiS &)y
313l a0 31 0o Lidwl Ly JewiS Gogb 3l piew 4w yiwd
’L“’ &

swotwd sl g Hlwdaad 8 ey Ko oo Ty o) sle il H Ly
S0S SdlS doly Jaws S Oyey Gosb I I

Baud 9600
Data bits 8

Parity None
Stop bits 1

Joigy Jole plunw Lo pSgaolsS JgwdS Gosb JI zaisw 49w b
Iy PUTTY.exe wUlan jlwdad 4ol So JU o5 usol =
L0008 3Ly
pahics 9600 4o 1, Speed 4 o0, S olsxsil 1, Serial s4aiiS ®
cpaiSee oS Open oy o g ™
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Category: )
=- Session Basic options for your PUTTY session 2
= L.ogglng Specify the destination you want to connect to
(=)- Terminal Serialfin s
Keyboard e ——
~Bel [com1 | o600 1
- Features Connection type:
& Window (ORaw (O Telnet (O Rlogin () SSH
) gg:earance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours Default Settings A Load
(=)~ Connection
- Data Save
- Proxy
- Telnet Delete
- Rlogin v
- SSH
e Close window on exit: B
(O AMways () Never (® Onlyon clean exit
3
oo Cance

6l SLas 3y Olaslais 28-2 J<
Iy asw ¢ dw oo Lol ) lwdasd ol o8l ey 4SS L ol8ie
cpai S0 g
Jale piaw Ly 55eaalS JouiS Gusb 1 padsw 43 gusdes
oS g
1008 oyl Ty ) Hedwd wSeiad JUigey S yo "
#minicom
Ghgy 1y o L0 wy ) lwadoa o=t oy U oolol I ux ®
Show &1 yodws g oSwiw 2iiew 10S slads Lo R

Ao e Soosey) eJolS Habdn maSew sy el 1 dao

R user mode o, 4 S ew  (sSwow

Canntnh
DVVILUTT

) ol ygiws I privilege mode 4 usermode 1 o >leo sl g

Pogi 0 00 Ladw!
Switch>enable
Switch#
Sl 3dldkw Oledbl g padgw I0S soda Lio
Switch#show version

Cisco 10S Software, C2960 Software (C2960-LANBASE-M), Version
12.2(25)FX, RELEASE SOFTWARE (fcl)
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Copyright (c) 1986-2005 by Cisco Systems, Inc.
Compiled Wed 12-Oct-05 22:05 by pt_team

ROM: C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r)FX, RELEASE
SOFTWARE (fc4)

System returned to ROM by power-on

Cisco WS-C2960-24TT (RC32300) processor (revision C0) with 21039K bytes of
memory.

24 FastEthernet/IEEE 802.3 interface(s)

2 Gigabit Ethernet/IEEE 802.3 interface(s)

63488K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address :

Motherboard assembly number : 73-9832-06
Power supply part number : 341-0097-02
Motherboard serial number : FOC103248MJ
Power supply serial number : DCA102133JA
Model revision number : BO
Motherboard revision number : Co

Model number : WS-C2960-24TT
System serial number : FOC1033Z1EY
Top Assembly Part Number : 800-26671-02
Top Assembly Revision Number : BO

Version ID : V02

CLEI Code Number : COM3KO00BRA
Hardware Board Revision Number : 0x01

0001.4388.985E

22dgw Flash 5 24290 OLledbl s o0dn Li

Switch#show flash:
Directory of flash:/

1 -rw- 4414921 <no date> ¢2960-lanbase-mz.122-25.FX.bin

64016384 bytes total (59601463 bytes free)

RAM 5 33240 Oledbl ©oda Lio

Switch#show running-config
Building configuration...
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Current configuration : 1043 bytes

!

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname Switch

!
!
!
!
I
S

panning-tree mode pvst
|

interface FastEthernet0/1
|

interface FastEthernet0/2
|

<output Omitted>
|

interface FastEthernet0/24
|

interface GigabitEthernet0/1
|

interface GigabitEthernet0/2
!

interface Vlanl

no ip address

shutdown

!
!
!
!

line con 0

!

line vty 0 4
login

line vty 5 15
login

!
!
end
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229w NVRAM 35 dg4290 Oledbl sodn Liw

Switch#show startup-config
startup-config is not present

Mac Address Jgd> ¢ oda Lio

Switch#show mac-address-table
Mac Address Table

Vlan Mac Address Type Ports
1 000a.4110.4201 DYNAMIC Fa0/1
Vlian1l g dy i) g9y 3 IP 4 Hosthname SiaiLS
x> 9w Hostname x5
1 | Switch#conft
2 | Enter configuration commands, one per line. End with CNTL/Z.
3 | Switch(config)#hostname SW1
4 | SW1(config)#

Vian 1 guud )bl sy s= IP SiLs

SWi1(config)#interface vlan 1

SW1(config-if)#ip address 192.168.20.50 255.255.255.0

SW1(config-if)#no shutdown

JLadl sl 9o dygwy )l 4ol y

Telnet Password SaeiLs

1 | SW1(config)#line vty 0 15
SW1(config-line)#password ccna
3 | SW1(config-line)#login

N
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Console Password Sai LS

1 | SW1(config)#line console 0
SW1(config-line)#password cisco
3 | SW1(config-line)#login

N

Privilege Password &u_a3LS

1 | SW1(config)#enable password ccna
2 | SW1(config)#enable secret cisco

A ow 9y o odis plaldl O yedwd s0uFd

1 | SW1#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

229w NVRAM 35 39240 Oledbl sodn L

SWi1#show startup-config

Using 1178 bytes

|

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

Hostname SW1

!

enable secret 5 $1$mMERr$hx5rVt7rPNoS4wgbXKX7m0
enable password ccna

!
I

spanning-tree mode pvst
I

interface FastEthernet0/1
|

interface FastEthernet0/2
I
<output omitted>
I

interface FastEthernet0/24
I

interface GigabitEthernet0/1
!
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interface GigabitEthernet0/2

!

interface Vlanl

ip address 192.168.20.50 255.255.255.0
!
!
!
!

line con 0
password cisco
login

!

line vty 0 4
password ccna
login

line vty 5 15
password ccna
login

!
!
end

0 Lo shabay pSea ol S Sy

Telnet Goyb 31 xaidow 40  wiilwd

cmd 5o sl HeSws ¢S oty Lo

4 Telnet Goyb 31 ol gS,0 wSeiod s 5saaolS SO JULiooys

telnet 192.168.20.50




sla gy Low 105
CCNA s> LS

Vlan & Trunking : 13 4 Liw
U2
aoSew slylo 48 sl 4aSud So oy Trunking 5 Ls Vian & asLs
C b Lo e

RS PP

Jblaldl sl o e ySeaolS 3 lagadgw oo slaSoad )l aslol
'(29-2)&3.&; sy Lw o

4y byyse pl ySlys 29-2J<

s=ylw sl 2! Jol s

w50 g o0 Ly deaa ol S G bLaS) Il cws o ®

VLAN 4 bgyyo oledbl sodalio ™

Le VLAN ;! >0 4 & asls =

Olaso aaigw S 4 4S5 (la el S o bLS) I Gl ®
LA e Juadie

trunking & a5l =

Aline slagadew Ho 4SS olaydeaaolS G byl Cws "
Ao r 31

. o

IS ow 9 a9 laydeaaolS 4 byl Swd
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Ly Sws

Wl Sew o

S 4>090

ping 192.168.20.2
Pinging 192.168.20.2 with 32 bytes of data:

Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.2:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = 0ms

ping 192.168.20.3
Pinging 192.168.20.3 with 32 bytes of data:

Reply from 192.168.20.3: bytes=32 time=0ms TTL=128
Reply from 192.168.20.3: bytes=32 time=0ms TTL=128
Reply from 192.168.20.3: bytes=32 time=0ms TTL=128
Reply from 192.168.20.3: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.3:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHOSS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = 0ms

ping 192.168.20.5
Pinging 192.168.20.5 with 32 bytes of data:

Reply from 192.168.20.5: bytes=32 time=0ms TTL=128
Reply from 192.168.20.5: bytes=32 time=0ms TTL=128
Reply from 192.168.20.5: bytes=32 time=0ms TTL=128
Reply from 192.168.20.5: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.5:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = 0ms
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SRV

SW2a S gw o

S 4>090

ping 192.168.20.11
Pinging 192.168.20.11 with 32 bytes of data:

Reply from 192.168.20.11: bytes=32 time=1ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128
Reply from 192.168.20.11: bytes=32 time=1ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.11:
Packets: Sent = 4, Received = 4, Lost = 0 ([HSEHOSS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

ping 192.168.20.13
Pinging 192.168.20.13 with 32 bytes of data:

Reply from 192.168.20.13: bytes=32 time=1ms TTL=128
Reply from 192.168.20.13: bytes=32 time=1ms TTL=128
Reply from 192.168.20.13: bytes=32 time=0ms TTL=128
Reply from 192.168.20.13: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.13:
Packets: Sent = 4, Received = 4, Lost = 0 ([HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

ping 192.168.20.16
Pinging 192.168.20.16 with 32 bytes of data:

Reply from 192.168.20.16: bytes=32 time=1ms TTL=128
Reply from 192.168.20.16: bytes=32 time=0ms TTL=128
Reply from 192.168.20.16: bytes=32 time=0ms TTL=128
Reply from 192.168.20.16: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.16:
Packets: Sent = 4, Received = 4, Lost = 0 ([ISEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms
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VLAN 40 bgoyn Oledbl soun Liw

VLAN 40 oud 031> plaisl sladysy o 29280 sla VLAN sods Liw

Swi1

SW1#tshow vlan brief

VLAN Name Status Ports
1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2
1002 fddi-default active
1003  token-ring-default active
1004 fddinet-default active
1005 trnet-default active
SW2
SW1#show vlan brief
VLAN Name Status Ports
1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2
1002 fddi-default active
1003  token-ring-default active
1004 fddinet-default active
1005 trnet-default active
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:

VLAN 6l 2l 5 &isls

OO ~NO O WNPEF

SW1(config)#vlan 10
SW1(config-vlan)#name Sales
SW1(config-vlan)#exit
SW1(config)#vlan 20
SW1(config-vlan)#name Mktg

SW1(config)#interface range fastEthernet 0/1-2
SW1(config-if-range)#switchport mode access
SW1(config-if-range)#switchport access vlian 10
SW1(config-if-range)#exit
SW1(config)#interface range fastEthernet 0/5-6
SW1(config-if-range)#switchport mode access
SW1(config-if-range)#switchport access vlian 20

SW2(config)#vlan 10
SW2(config-vlan)#name Sales
SW2(config-vlan)#exit
SW2(config)#vlan 20
SW2(config-vlan)#name Mktg

SW2(config)#interface range fastEthernet 0/1-2
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlian 10
SW2(config-if-range)#exit
SW2(config)#interface range fastEthernet 0/5-6
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 20

Swi1

La VLAN 49 odd 0313 plaisl sladygsry 9 La VLAN soda Lisw

SWi#show vlan brief

VLAN Name Status  Ports

default active Fa0/3, Fa0/4, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
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Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2

10 Sales active Fa0/1, Fa0/2
20 Mktg active  Fa0/5, Fa0/6
1002  fddi-default active
1003  token-ring-default active
1004 fddinet-default active
1005 trnet-default active
SW2
SW2#show vlan brief
VLAN Name Status  Ports
1 default active Fa0/3, Fa0/4, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2
10 Sales active Fa0/1, Fa0/2
20 Mktg active  Fa0/5, Fa0/6
1002  fddi-default active
1003  token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Juado GlwSo 2asdgw SO 49 4S5 laydgisolS o bL Iyl SwS

J o b

(PC1)

192.168.20.1 , 54.,olS |

ping 192.168.20.2

Pinging 192.168.20.2 with 32 bytes of data:

Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.2:
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Packets: Sent = 4, Received = 4, Lost = 0 (DU0N0SS).,
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = 0ms

ping 192.168.20.3
Pinging 192.168.20.3 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.20.3:
Packets: Sent = 4, Received = 0, Lost = 4 ([ID0SHSSS).

ping 192.168.20.5
Pinging 192.168.20.5 with 32 bytes of data:
Request timed oult.
Request timed oult.
Request timed oult.

Request timed out.

Ping statistics for 192.168.20.5:
Packets: Sent = 4, Received = 0, Lost = 4 ([0SN0SS),

(PC6) 192.168.20.6 , 5ausols !

ping 192.168.20.5
Pinging 192.168.20.5 with 32 bytes of data:

Reply from 192.168.20.5: bytes=32 time=0ms TTL=128
Reply from 192.168.20.5: bytes=32 time=0ms TTL=128
Reply from 192.168.20.5: bytes=32 time=0ms TTL=128
Reply from 192.168.20.5: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.5:

Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = Oms, Average = 0ms
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ping 192.168.20.2
Pinging 192.168.20.2 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.20.2:
Packets: Sent = 4, Received = 0, Lost = 4 (00SGHESS),

Trunking & LS

SW1,5W2

SWi#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW(config)#interface fastEthernet 0/24
SW(config-if)#switchport mode trunk
SW(config-if)#switchport trunk allowed vlan all

O~ wNPEF

Trunk guud )il 49 bayso Oledbl sodan Liwo

SW1, SW2

SW##show interfaces trunk

Port  Mode Encapsulation  Status Native vlan
Fa0/24 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/24 1-1005

Port  Vlans allowed and active in management domain
Fa0/24 1,10,20

Port  Vlans in spanning tree forwarding state and not pruned
Fa0/24 1,10,20
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. o

g3l lins slapiaigw Hd 4S5 IlaydeiaolS G bl Sws
d ) 0L

(PC1) 192.168.20.1 , 54., olS ;|

ping 192.168.20.11
Pinging 192.168.20.11 with 32 bytes of data:

Reply from 192.168.20.11: bytes=32 time=1ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.11:
Packets: Sent = 4, Received = 4, Lost = 0 (GSGHISS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

ping 192.168.20.13
Pinging 192.168.20.13 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.20.13:
Packets: Sent = 4, Received = 0, Lost = 4 ([D0SGHEES),

ping 192.168.20.16

Pinging 192.168.20.16 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.20.16:
Packets: Sent = 4, Received = 0, Lost = 4 (I00SGHNESS),
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BRI VLAN SOy PC11 9 PC1 05> J}.&H oda Lo 4S5 s )yghilon

5 PCI3 (ap s 400See i,y LS, jSuas Ly

c.k_3‘)|.)
byl PCl Lo Wil g5

¢ Lyl as Jl_)._@ VLAN 10 B PC16

S s

VTP :14 45, Liw
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NP
A4S Y Dg>g0 slagaigw s VTP sl
TR FE PEPE]

-2) U sy biw sl legaisw Jlaldl glasdad gyl adlol
VTP Domain: cisco.com VTP Server VTP Client (30

VTP Password: CCNA

bayya al y5Lss 30-2)5

s=ylbw sl 2 Jol 3

VTP &isls =

Trunk G Gy =5 ™

Daow aadew oy = VLAN Gy
Do 5 OGS slagaSsw > Lo VLAN soda Lio ™
Ls VLAN 131 45 Lecysy golaisl =

Loy olS ua bLaS) ! G

VTP & Ls

Swi1

SWil#conf t
Enter configuration commands, one per line. End with CNTL/Z.

SWlconfig)#vtp mode server

WN P
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Device mode already VTP SERVER.
SWi1(config)#vtp domain cisco.com

Changing VTP domain name from NULL to cisco.com
SW1(config)#vtp password CCNA

Setting device VLAN database password to CCNA

co~No o1~

SW2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vtp mode client

Setting device to VTP CLIENT mode.

SW2(config)#vtp password CCNA

%The VTP password cannot be set for NULL domain

OOk WN P

o1y eiws Verify

Swi

SWil#show vtp status

VTP Version 22

Configuration Revision 4

Maximum VLANSs supported locally: 255

Number of existing VLANS 7

VTP Operating Mode . Server

VTP Domain Name : cisco.com

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MDS5 digest : 0x17 0x88 OxAC 0x9D 0xAD 0x74 0x64 Ox4A
Configuration last modified by 0.0.0.0 at 3-1-93 00:43:52
Local updater ID is 0.0.0.0 (no valid interface found)
SWi#show vtp password

VTP Password: CCNA

SW2

SW1#sh vtp status

VTP Version 22
Configuration Revision 4

Maximum VLANSs supported locally: 255
Number of existing VLANS 7
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VTP Operating Mode : Client

VTP Domain Name : Cisco.com

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MDS5 digest : 0x17 0x88 0XxAC 0x9D OxAD 0x74 0x64 0x4A

Configuration last modified by 0.0.0.0 at 3-1-93 00:43:52

SW2#show vtp password
VTP Password: CCNA

Trunk ¢ lasoud b =]

SW1, Sw2

Switch(config)#int f0/24
Switch(config-if)#switchport mode trunk

Jow padew 9y 3 VLAN doyyns

~No ok~ wWwN

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 10

Switch(config-vlan)#name Sales

Switch(config-vlan)#exit

Switch(config)#vlan 20

Switch(config-vlan)#name Mktg

0310 o) alruy cosd duy=l VLAN oS a2obsw sgy o S|

Z.Jj_ﬁ!w

-

SW1(config)#vlan 10
VTP VLAN configuration not allowed when device is in CLIENT mode.

Do g OIINS glapsigw 0 La VLAN sodn Lo

SWi(server)

SWi#tshow vlan brief

VLAN Name Status Ports
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1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Gig0/1
Gig0/2

10 Sales active

20 Mktg active

1002 fddi-default active

1003  token-ring-default active

1004 fddinet-default active

1005 trnet-default active

SW2

SW2#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Gig0/1
Gig0/2

10 Sales active

20 Mktg active

1002 fddi-default active

1003  token-ring-default active

1004 fddinet-default active

1005 trnet-default active

La VLAN sl 40 Lady e polais|
SW1, SW2

1 | Switch(config)#interface range fastEthernet 0/1-2
2 | Switch(config-if-range)#switchport mode access
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Switch(config-if-range)#switchport access vlan 10
Switch(config-if-range)#exit

Switch(config)#interface range fastEthernet 0/5-6
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 20

OO Ol W

o .

Lo 35 g3 0LlS o byl Sws

(PC1) 192.168.201 ; 54y olsS 31 blos,l cwsd

ping 192.168.20.11(PC11)
Pinging 192.168.20.11 with 32 bytes of data:

Reply from 192.168.20.11: bytes=32 time=2ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128
Reply from 192.168.20.11: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.11:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHOSS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 2ms, Average = 0ms

ping 192.168.20.16(PC16)
Pinging 192.168.20.16 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.20.16:
Packets: Sent = 4, Received = 0, Lost = 4 ([IGDSGHESS),

ping 192.168.20.5(PC5)

Pinging 192.168.20.5 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.
Request timed out.
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Ping statistics for 192.168.20.5:
Packets: Sent = 4, Received = 0, Lost = 4 ([0SGHSSS).

ping 192.168.20.2(PC2)
Pinging 192.168.20.2 with 32 bytes of data:

Reply from 192.168.20.2: bytes=32 time=1ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128
Reply from 192.168.20.2: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.20.2:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHOSS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

Inter- VLAN Routing : 15 ¢ Liw
dda
yekhie 4y 354y sy o Subinterface lwg 5 Inter-VLAN Routing &2 5LS
cplbian ypace sloa VLAN O bl S5y
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ER S P

= ladl SOt syl adl el

SW1 - 192.168.20.50

Computer |ViasNo. |IP Addr/Aazk | | Computer Visa No. | IP Addr.Afask
PC1 10 1921682124 PCS 20 19216833524

PC2 10 1921682224 PCSs p. 1921683624

4y bayso pl 3Ly 31-24
00 aadew 9y = Laoysy plals!l 5 VLAN Sadiils @) Ly
owl o plaxdl 13 ey Uiw

= bw sl 2l Jol
al5s e sla VLAN o la ySguaolS o blady!l cws ®
Frew g 39 O Trunk oo Gy ™

359y o La Subinterface 4. IP plais! 4 Subinterface o>lxo! =
@l sla VLAN o LaySauolS uy blasyl cws ™

@litoe sle VLAN 43 Lo ySguqolsS o bladyl cus

(PC1) 192.168.2.1 , 5ausols ;!

ping 192.168.2.2 (PC2)

Pinging 192.168.2.2 with 32 bytes of data:
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Reply from 192.168.2.2: bytes=32 time=0ms TTL=128
Reply from 192.168.2.2: bytes=32 time=0ms TTL=128
Reply from 192.168.2.2: bytes=32 time=0ms TTL=128
Reply from 192.168.2.2: bytes=32 time=1ms TTL=128

Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

ping 192.168.3.5 (PC5)
Pinging 192.168.3.5 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.3.5:
Packets: Sent = 4, Received = 0, Lost = 4 (ID0SGHGSS),

(PC6) 192.168.3.6 , 551y ols 3|

ping 192.168.2.2 (PC2)

Pinging 192.168.2.2 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 0, Lost = 4 (ID0SGHESS),

ping 192.168.3.5 (PC5)
Pinging 192.168.3.5 with 32 bytes of data:
Reply from 192.168.3.5: bytes=32 time=1ms TTL=128

Reply from 192.168.3.5: bytes=32 time=0ms TTL=128
Reply from 192.168.3.5: bytes=32 time=0ms TTL=128
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Reply from 192.168.3.5: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.3.5:
Packets: Sent = 4, Received = 4, Lost = 0 (HSGHESS),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms

i dgw o 359y o Trunk SO G y=3

SW1

|

SW1(config)#interface f0/24
2 | SW1(config-if)#switchport mode trunk

339y 33 La Subinterface 4o IP wlais| 4 Subinterface slxo

Router

1 | Router#conft

2 | Enter configuration commands, one per line. End with CNTL/Z.
3 | Router(config)#interface fastEthernet 0/0.1

4 | Router(config-subif)#encapsulation dot1Q 10

5 | Router(config-subif)#ip address 192.168.2.10 255.255.255.0

6 | Router(config-subif)#exit

7

8

9

Router(config)#interface f0/0.2
Router(config-subif)#encapsulation dot1Q 20

10 | Router(config-subif)#ip address 192.168.3.10 255.255.255.0
11 | Router(config-subif)#exit

13 | Router(config)#interface f0/0
14 | Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1,
changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.2, changed state to up
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changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.2,

4y Gwl oud o0l > plaisl Lo Subinterface 4 45 _la IP

bladyl guw cpaiSoo Goyrd Loy igaaolS sl o Gateway Ol gie

cpd S0 GwS y Wldsxe sle VLAN B

Lo pSgapolS O

@lize sla VLAN 3 e ySauqolsS o bladyl cws

(PC1) 192.168.2.1 ,54.yolsS 3|

ping 192.168.2.2 (PC2)
Pinging 192.168.2.2 with 32 bytes of data:

Reply from 192.168.2.2: bytes=32 time=0ms TTL=128
Reply from 192.168.2.2: bytes=32 time=0ms TTL=128
Reply from 192.168.2.2: bytes=32 time=0ms TTL=128
Reply from 192.168.2.2: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHGSS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = 0ms

ping 192.168.3.5
Pinging 192.168.3.5 with 32 bytes of data:

Reply from 192.168.3.5: bytes=32 time=1ms TTL=127
Reply from 192.168.3.5: bytes=32 time=0ms TTL=127
Reply from 192.168.3.5: bytes=32 time=0ms TTL=127
Reply from 192.168.3.5: bytes=32 time=1ms TTL=127

Ping statistics for 192.168.3.5:
Packets: Sent = 4, Received = 4, Lost = 0 ([SEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

(PC6) 192.168.3.6 , 54.yols

ping 192.168.2.2(PC2)

Pinging 192.168.2.2 with 32 bytes of data:
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Reply from 192.168.2.2: bytes=32 time=0ms TTL=127
Reply from 192.168.2.2: bytes=32 time=0ms TTL=127
Reply from 192.168.2.2: bytes=32 time=1ms TTL=127
Reply from 192.168.2.2: bytes=32 time=0ms TTL=127

Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

ping 192.168.3.5(PC5)
Pinging 192.168.3.5 with 32 bytes of data:

Reply from 192.168.3.5: bytes=32 time=0ms TTL=128
Reply from 192.168.3.5: bytes=32 time=0ms TTL=128
Reply from 192.168.3.5: bytes=32 time=0ms TTL=128
Reply from 192.168.3.5: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.3.5:
Packets: Sent = 4, Received = 4, Lost = 0 ([HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = 0ms

VLAN o 035250 slaydeayolS cogd 0o odaliio 45 syghiloa
byl j38sues Ly aidws! ¢35 Subinerface sleyl Ly lbiso slo

NG S R

STP :16 4y Liw
B

Ol she 4y aadew SO olbais! 8548 > ¢ STP 5 ,Sdes a8 Ly
Root Bridge

39t 99

: (32-2) JSb oy Lw sl 4o @_)“_3}_;.0 U_WL‘a_a“l SOt sHlaslh ol
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byyya pl ySLss 32-205

s=ylbw sl 2 Jol s

STP oty 2 Sdae soda Lio ™

Root 4+ Jouws S Habhiedy pls gadew SO sl o priority x5
Bridge

priority o235 31 uxy STP Gsoua Lis ygiws ™

STP (s djinn 33SJac (0 dn Lio

SwWi1

SWil#show spanning-tree
VLANO0001
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address 0006.2A11.0215
Cost 19
Port 23(FastEthernet0/23)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00E0.F93C.83BE
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Hello Time 2sec Max Age 20 sec  Forward Delay 15 sec

Aging Time 20
Interface Role Sts  Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Fa0/4 Desg FWD 19 128.4 P2p
Fa0/6 Desg FWD 19 128.6 P2p
Fa0/5 Desg FWD 19 128.5 P2p
Fa0/23 Root FWD 19 128.23 P2p
Fa0/24 Altn  BLK 19 128.24  P2p
SW2

SW2#show spanning-tree
VLANO0001
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address 0006.2A11.0215
This bridge is the @8I
Hello Time 2sec  Max Age 20 sec  Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0006.2A11.0215
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role  Sts Cost  Prio.Nbr Type

Fa0/23 Desg FWD 19 128.23  P2p
Fa0/6 Desg FWD 19 128.6 P2p
Fa0/24 Desg FWD 19 128.24  P2p
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Fa0/5 Desg FWD 19 128.5 P2p
Fa0/4 Desg FWD 19 128.4 P2p

Root Bridge 4o Jouis yolaioedy pls xiadew SO |y priority jaxj
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olxss RootBridge +o 1H 0T Ol s50 aaiew sg Priority yoaz25 Lo
>0 olxisl RootBridge (o gie 4 priority oy icasS Lo aaSew .0 4S
cdSya S0 oyl 45 Forward couxsy o RootBridge slao) sy s4ea

Swi1

| 1 | SW1(config)#spanning-tree vlan 1 priority 4096

SW1

priority jo4x35 )| Jdxo STP soda Lio ygiwd

SW1#show spanning-tree
VLANO0001

Root ID  Priority
Address
This bridge
Hello Time

Bridge ID  Priority
Address
Hello Time
Aging Time

Spanning tree enabled protocol ieee

Interface Role Sts Cost  Prio.Nbr Type

4097
000C.8579.3547

is the GBI

2 sec  Max Age 20 sec Forward Delay 15 sec

4097 (priority 4096 sys-id-ext 1)

000C.8579.3547

2 sec Max Age 20 sec Forward Delay 15 sec
20

Fa0/5 Desg FWD 19 1285 P2p

Fa0/6 Desg FWD 19 1286  P2p
Fa0/3 Desg FWD 19 1283  P2p
Fa0/4 Desg FWD 19 1284  P2p
Fa0/24 Desg FWD 19 128.24 P2p
Fa0/23 Desg FWD 19 128.23 P2p
Fa0/1 Desg FWD 19 1281  P2p
Fa0/2 Desg FWD 19 128.2  P2p
SW2

SW2#show spanning-tree
VLANO0001

Root ID  Priority
Address
Cost
Port

Bridge ID Priority

Spanning tree enabled protocol ieee

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

4097
000C.8579.3547

19
23(FastEthernet0/23)

32769 (priority 32768 sys-id-ext 1)
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Address  0002.169D.1BC8
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost  Prio.Nbr Type

Fa0/2 Desgy FWD 19 128.2 P2p
Fa0/5 Desg FWD 19 128.5 P2p
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/4 Desg FWD 19 128.4 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Fa0/6 Desg FWD 19 128.6 P2p
Fa0/24 Altn  BLK 19 128.24  P2p
Fa0/23 Root FWD 19 128.23 P2p

EtherChannel :17 40 Liw
DU
Soad alesl !y EtherChannel & isLs
3939395

: (33-2) U< sy biw sl g Jladl slasoad )l aslol
Port Channel 1



byyye pl )SLus 33-20<5

s=ylbw sl 2 Jol s

EtherChannel &, aiLs =
EtherChannel soua Lio ygiws ™

EtherChannel &4 _a,LS

SOOI, WN -

SW1(config)#interface port-channel 1
SW1(config-if)#no shutdown
Swl(config-if)#exit

SW1(config)#interface range f0/23-24
SW1(config-if-range)#channel-group 1 mode on

%LINK-5-CHANGED: Interface Port-channel 1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel 1,
changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24,
changed state to down

Sw2(config)#interface port-channel 1
SW2(config-if)#no shutdown
SW2(config-if)#exit

SW2(config)#interface range f0/23-24
SW2(config-if-range)#channel-group 1 mode on

OO WN P

%LINK-5-CHANGED: Interface Port-channel 1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel 1,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24,
changed state to up

EtherChannel s oda Lio ) gdwd

Swi1

SW1i#show etherchannel summary
Flags: D - down P - in port-channel
| - stand-alone s - suspended




e gy low 2 Juad
132
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - inuse f - failed to allocate aggregator
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports
------ S T R
1 Pol(SU) - Fa0/23(P) Fa0/24(P)
SW2
SW2#show etherchannel summary
Flags: D - down P - in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U -inuse f - failed to allocate aggregator

u - unsuitable for bundling
w - waiting to be aggregated
d - default port

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports
------ R

1 Pol(SU) - Fa0/23(P) Fa0/24(P)




¢ e gy Liw 133
CCNA 53 LS

Port Security : 18 4, Liw
ERE
4Sodb 50 dge>en slagadsw sy o PortSecurity S asLS
3939395

IS sy bw ¢l ) zew 40 Hladl glasda ) sHlaslol
1 (2-34)



PC1 0013.20B7.1231 PC4 0013.20B7.1234
PC2 0013.20B7.1232 PC5 0013.20B7.1235
PC3 0013.20B7.1233 PC6 0013.20B7.1236

byyye pl 3SLss 34-20<

= bw sl 2l Jol

shutdown o JlL> ¢! 4 PortSecurity & iaiLs =
Verify o jaiws =
restrict JL> s , PortSecurity &, 33LS =

Verify of ygaiws ™
protect o Jl> ! 4 PortSecurity &y aiLsS =
Verify of ygaiws ™

shutdown &aJl> | 3 Port Security S&ueiLS

OO, WN PR

SWilt#conf t

Enter configuration commands, one per line. End with CNTL/Z.

SW1(config)#int f0/2

SW1(config-if)#switchport mode access
SW1(config-if)#switchport port-security maximum 1
SW1(config-if)#switchport port-security mac-address 0013.20B7.1231
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SW1(config-if)#switchport port-security mac-address sticky
Swil(config-if)#switchport port-security violation shutdown
SW1(config-if)#switchport port-security

O 00 |

Verify ol y gdwd

SW1l#show port-security interface fastEthernet 0/2

Port Security : Enabled
Port Status : Secure-up
Violation Mode - Shutdown
Aging Time : 0 mins
Aging Type : Absolute

SecureStatic Address Aging : Disabled
Maximum MAC Addresses :1

Total MAC Addresses 1
Configured MAC Addresses : 1
Sticky MAC Addresses 0

Last Source Address:Vlan  : 0000.0000.0000:0
Security Violation Count 0

SWil#show port-security
Secure Port  MaxSecureAddr CurrentAddr SecurityViolation Security Action

(Count) (Count) (Count)

Fa0/2 1 1 0 Shutdown

oY L sl Violation ol yeiws duaxe 8o dSLS sl 1y Yy Jol 4o
cpgl 0 Gwods |y >9u3 g 004 41 4S5 Protect o restrict
restrict aJl> | 3o Port Security &iaiLs

SWil#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW1(config)#int f0/2

SW1(config-if)#switchport mode access

SW1(config-if)#switchport port-security maximum 1
SW1(config-if)#switchport port-security mac-address 0013.20B7.1232
SW1(config-if)#switchport port-security mac-address sticky
SW1(config-if)#switchport port-security violation restrict

CO~NOoO Ol WN -
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Verify &1y gdwd

SWi1l#show port-security interface fastEthernet 0/2

Port Security : Enabled
Port Status . Secure-up
Violation Mode - Restrict
Aging Time : 0 mins
Aging Type : Absolute

SecureStatic Address Aging : Disabled
Maximum MAC Addresses :1

Total MAC Addresses 1
Configured MAC Addresses : 1
Sticky MAC Addresses 0

Last Source Address:Vlan  : 0000.0000.0000:0
Security Violation Count 0

Switch#show port-security
Secure Port  MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Fa0/2 1 1 0 Restrict

protect &JL> | 3 Port Security Sua3LS

SWil#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW1(config)#int f0/2

SW1(config-if)#switchport mode access

SW1(config-if)#switchport port-security maximum 1
SW1(config-if)#switchport port-security mac-address 0013.20B7.1232
SW1(config-if)#switchport port-security mac-address sticky
SW1(config-if)#switchport port-security violation protect

co~NoO oIk~ OWN -

Verify & ygdwd

SW1l#show port-security interface fastEthernet 0/2
Port Security : Enabled
Port Status - Secure-up
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Violation Mode
Aging Time
Aging Type

SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 1

Total MAC Addresses 1
Configured MAC Addresses : 1
Sticky MAC Addresses 0

Last Source Address:Vlan  : 0000.0000.0000:0
Security Violation Count 0

Switch#show port-security
MaxSecureAddr CurrentAddr SecurityViolation Security Action

Secure Port

: 0 mins
: Absolute

(Count) (Count) (Count)

Default Routing : 19 4 Liw
DU
GO o 4w diws ! o Default Routing SLasLs

3939395

sy bw sl o dJlopw o ooyl Jladl glasoad ghlaslol

1 (35-2) U<
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R1

INTERNET

Fa0/0

Interface IP Address/Mask

Fa0/0 192.168.2.1/24

S0/0/0 202.1.0.18/29

Ay basso plsSlys 35-2)5G
s=ylw sl 2! Jol s
gy slagud i &uasls m

default routing & s 3LS =
=l Jgd> o defaultroute soun Lo ™

-

asSbal 4y LAN 51 LSyl cws

g9y s lagd il Suails

A OWDN PR

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int f0/0

R1(config-if)#ip address 192.168.2.1 255.255.255.0
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' R1(config-if)#no shutdown

R1(config-if)#int s0/0/0

R1(config-if)#ip address 202.1.0.18 255.255.255.248
R1(config-if)#clock rate 64000

R1(config-if)#no shutdown

Soooxlmml

ISP

ISP(config)#int s0/0/0
ISP(config-if)#ip address 202.1.0.17 255.255.255.248
ISP(config-if)#no shutdown

WN -

Default Route &usaLS

R1, ISP
| 1] R1(config)#ip route 0.0.0.0 0.0.0.0 serial 0/0/0 |

Slowoe Jods> yo Default Route o da Lo

"SF L s losaws Jgd> yo ved e Jlxd Default Route 4S5 oL
Ogw o 000 Glad

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

C 192.168.2.0/24 is directly connected, FastEthernet0/0
202.1.0.0/29 is subnetted, 1 subnets

C 202.1.0.16 is directly connected, Serial0/0/0

S* 0.0.0.0/0 is directly connected, Serial0/0/0

o

a0 bl 4o LAN 31 bl dws

(192.168.2.10) PC1 1 cws
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ping 202.1.0.17
Pinging 202.1.0.17 with 32 bytes of data:

Reply from 202.1.0.17: bytes=32 time=2ms TTL=254
Reply from 202.1.0.17: bytes=32 time=1ms TTL=254
Reply from 202.1.0.17: bytes=32 time=1ms TTL=254
Reply from 202.1.0.17: bytes=32 time=1ms TTL=254

Ping statistics for 202.1.0.17:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

Static NAT :20 oy Liw

dda

ooddl sy 4o Ol ooy LS wSwy !y Static NAT S asLs

3939395

JHsweoyUiw ¢l yu Jloyw 5 o351 Jladl glasdat syl aidlol

: (2-36)



R1

slr g yLiw

*

S0/0/0

Fa0/0

141
CCNA s> LS

INTERNET

Interface IP Address/Mask
Fa0/0 192.168.2.1/24
S0/0/0 202.1.0.18/29

byyye pl 3SLss 36-2)<

19 goyliw o yJ9y 9y s= Default Route Susils : § Loy

Lowl odw plodl

s=ylw sl 2 Jol s
Static NAT &, aiLs =
Static NAT Gsoun Lo ygiwo ®
L, cws ®

Static NAT &iiiLS

O~ wWwN -

R1(config)#interface serial 0/0/0
R1(config-if)#ip nat outside
R1(config-if)#exit

R1(config)#interface fastEthernet 0/0

R1(config-if)#ip nat inside
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»

R1(config-if)#exit
7 | R1(config)#ip nat inside source static 192.168.2.10 202.1.0.19

Static NAT soun Lao )y gdwd

R1#show ip nat translations
Pro Inside global Inside local Outside local Outside global
202.1.0.19 192.168.2.10

byl Suwd

e S e I A

ping 202.1.0.19
Pinging 202.1.0.19 with 32 bytes of data:

Reply from 202.1.0.19: bytes=32 time=3ms TTL=125
Reply from 202.1.0.19: bytes=32 time=2ms TTL=125
Reply from 202.1.0.19: bytes=32 time=3ms TTL=125
Reply from 202.1.0.19: bytes=32 time=2ms TTL=125

Ping statistics for 202.1.0.19:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHOSS),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 3ms, Average = 2ms

Dynamic NAT :21 gy Liw
dda
4w Swd Hehieday LAN I 4oy LS ! o Dynamic NAT & aiLs
La IP Address 31 i j1 oolibiw!l Lo as syl

JSb sy Bw sl jo Jlojw g ooy 31 Jladl slasSoad )l il el
: (2-37)
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*

S0/0/0

Fa0/0

Interface IP Address/Mask
Fa0/0 192.168.2.1/24
S0/0/0 202.1.0.18/29

143
CCNA s> LS

INTERNET

4 byyye pl Sy 37-20<

19 goyliw o I3y 9y s= Default Route Susils : § Loy

Lowl odw plodl

s=ylw sl 2! Jol s

Dynamic NAT &, a5l =

Dynamic NAT soda Lio Hgiws =

Dynamic NAT Saa5LsS

O~ wWwdNEF

R1(config)#interface serial 0/0/0
R1(config-if)#ip nat outside
R1(config)# interface fastEthernet 0/0
R1(config-if)#ip nat inside
R1(config-if)#exit
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R1(config)#access-list 1 permit 192.168.2.0 0.0.0.255
R1(config)#ip nat pool ccna 202.1.0.20 202.1.0.22 netmask 255.255.255.248
R1(config)#ip nat inside source list 1 pool ccna

O 0o N

Dynamic NAT soda Lio )y gdwd

R1

R1#show ip nat translation

Pro Inside global Inside local Outside local Outside global
icmp 202.1.0.20:1048 192.168.2.20:1048 202.2.0.17:1048 202.2.0.17:1048
icmp 202.1.0.21:1816 192.168.2.30:1816 202.2.0.17:1816 202.2.0.17:1816

PCL 31 blLis,! &uws

ping 202.1.0.17
Pinging 202.1.0.17 with 32 bytes of data:

Reply from 202.1.0.17: bytes=32 time=47ms TTL=254
Reply from 202.1.0.17: bytes=32 time=2ms TTL=254
Reply from 202.1.0.17: bytes=32 time=2ms TTL=254
Reply from 202.1.0.17: bytes=32 time=1ms TTL=254

Ping statistics for 202.1.0.17:

Packets: Sent = 4, Received = 4, Lost = 0 (HSEHOSS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 47ms, Average = 13ms

PAT :22 4y Liw
Bdn

4 wydwdy sl LAN laySeay ol S sl 4 PAT &iasLs
i>lg weae sla IP 31 ool ibwl Lo ol yiiyl

ey bw sl Jloyw ¢ a5 u_iL‘a_a“l slasood sHlashol )
1 (38-2) U<
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INTERNET

"50/0/0

Fa0/0

Interface IP Address/Mask
Fa0/0 192.168.2.1/24
S0/0/0 202.1.0.18/29

4y byyso pl a5y 38-2J<

19 goyliw o I3y 9y s= Default Route Susils : § Loy
Cow ! odw ploedl
s=ylw sl 2! Jol 3

PAT & as5Ls =

PAT sl oo Verify Jedwdy ™

PAT &iiLs

coO~NOoOOOT R~ WN -

R1(config)#int f0/0
R1(config-if)#ip nat inside
R1(config)#int s0/0/0
R1(config-if)#ip nat outside
R1(config-if)#exit

R1(config)#access-list 1 permit 192.168.2.0 0.0.0.255
R1(config)#ip nat inside source list 1 interface serial 0/0/0 overload
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PAT sl 3o Verify gdwd

R1#show ip nat translation

Pro Inside global Inside local Outside local Outside global
icmp 202.1.0.18:34071 192.168.2.10:34071 202.2.0.17:34071 202.2.0.17:34071
tcp 202.1.0.18:49237 192.168.2.10:49237 202.2.0.17:80 202.2.0.17:80

PCL 51 bLLis)| s

ping 202.2.0.17
Pinging 202.2.0.17 with 32 bytes of data:

Reply from 202.2.0.17: bytes=32 time=47ms TTL=254
Reply from 202.2.0.17: bytes=32 time=2ms TTL=254
Reply from 202.2.0.17: bytes=32 time=2ms TTL=254
Reply from 202.2.0.17: bytes=32 time=1ms TTL=254

Ping statistics for 202.2.0.17:

Packets: Sent = 4, Received = 4, Lost = 0 (HSEHGSS),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 47ms, Average = 13ms

GRE :23 4. ULiw

R

sladSod Gguo blLady)l syl b sl GRE JSa5 silasloel
Sy

3939395

ey bw sl Jloyw ¢ a5 L}_]L‘A_a“l slasooa ) syl ash ol
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CCNA s> LS

INTERNET

VPN Tunnel

S0/0/0 V'

. by 7
Switch

Interface IP Address/Mask Interface IP Address/Mask

- - - -

Fa0/0 192.168.2.1/24 £a0/0 192.168.3.1/24

$0/0/0 202.1.0.18/29 50/0/0 202.2.0.18/29

= bw sl 2l Jol

Sy slap syl Su LS
Default Route & 4L

GRE (545 guydyiigl & isLs
GRE (45 saio Sy Verify
routing & a5l

routing ! ,— Verify ;gaiwo

La 4S0d (oo blody ! Gws

o

GRE Jls5 30 & paiso C_w,_,‘@

oSwow AS b Jawge 3 45 Ldlo o Tunneling JsSg ) SO
w0l 031D dxwg S

cabloe OSI Jue 31 3 s4a0¥ Ho g5

JLEIS) agd o oolifwl P sl 5 JLESSl sl
M sy o= s bl Hy 0 ol sle ST
. (WAN

GRE 45y IPSec 4Gl 80 walo a5 ol J5435 GRE
cOgw 03y HyLS4a
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R1

990y ¢ Lagusid il

/; oou

~NoorTh wWwN -

R1(config)#int f0/0

R1(config-if)#ip address 192.168.2.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#int s0/0/0

R1(config-if)#ip address 202.1.0.18 255.255.255.248
R1(config-if)#clock rate 64000

R1(config-if)#no shutdown

OO Ul WN -

R3(config)#int f0/0

R3(config-if)#ip address 192.168.3.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int s0/0/0

R3(config-if)#ip address 202.2.0.18 255.255.255.248
R3(config-if)#no shutdown

R1

Default Route & _aLS

1

| R1(config)#ip route 0.0.0.0 0.0.0.0 serial 0/0/0

R3

|1

\ R3(config)#ip route 0.0.0.0 0.0.0.0 serial 0/0/0

R1

GRE Jo ¢ (ui 9|

/; oou

Ok~ wdN Pk

R1(config)#int tunnel 0

R1(config-if)#ip address 1.1.1.1 255.255.255.0
R1(config-if)#tunnel source serial 0/0/0
R1(config-if)#tunnel destination 202.2.0.18
R1(config-if)#tunnel mode gre ip
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JUSEPEL RFEE: FU U Y R S RN U S L

delo JIaS g 025 e 45 Gwl s)lao wa 80l

R L A I S R A=

J5s5 eyt LJSeS endyihgl 4y P plasisl i2hs -
4 odd 03l plaisl P 31 2z sl P sl yly wolo
Ca o Ty b i

JSsS sl g8 pakdie 13 b -

Jos5 sledsl oS pexde 14 b3 -

SS90 0205 ) dad 4SS WS olan peSws 2! 15 hs -
(ol 00 Hedwy ol Ll a1y ol

R3

R3(config)#int tunnel 0

R3(config-if)#ip address 1.1.1.1 255.255.255.0
R3(config-if)#tunnel source serial 0/0/0
R3(config-if)#tunnel destination 202.1.0.18
R3(config-if)#tunnel mode gre ip

Ok wWwNPEF

GRE Jo ¢35 i Suo Verify

R1

R1#show interfaces tunnel O

Tunnel 0 is up, line protocol is up (connected)

Hardware is Tunnel

Internet address is 1.1.1.1/24

MTU 17916 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 202.1.0.18 (Serial0/0/0), destination 202.2.0.18

Tunnel protocol/transport GRE/IP

R3

R3#show interfaces tunnel 0

Tunnel 0 is up, line protocol is up (connected)
Hardware is Tunnel

Internet address is 1.1.1.1/24
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MTU 17916 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 202.2.0.18 (Serial0/0/0), destination 202.1.0.18

Tunnel protocol/transport GRE/IP

routing SuaiLs

R1
| 1 | R1(config)#ip route 192.168.3.0 255.255.255.0 tunnel 0 |

R3
| 2 | R3(config)#ip route 192.168.2.0 255.255.255.0 tunnel 0

routing | s Verify ygiwd

R1#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter

area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
I - 1S-1S, su - IS-IS summary, L1 - IS-1S level-1, L2 - IS-1S level-

la - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

1.0.0.0/24 is subnetted , 1 subnets

C 1.1.1.0 is directly connected, TunnelO
202.1.0.0/29 is subnetted, 1 subnets

C 202.1.0.16 is directly connected, Serial 0/0/0

C 192.168.2.0/24 is directly connected, FastEthernet0/0

S 192.168.3.0/24 is directly connected, TunnelO

S* 0.0.0.0/0 is directly connected, Serial0/0/0
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R3#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter

area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

I - I1S-1S, su - IS-1S summary, L1 - IS-1S level-1, L2 - I1S-IS level-
2

ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

1.0.0.0/24 is subnetted, 1 subnets

C 1.1.1.0 is directly connected, TunnelO
202.2.0.0/29 is subnetted, 1 subnets

C 202.2.0.16 is directly connected, Serial0/0/0

S 192.168.2.0/24 is directly connected, TunnelQ

C 192.168.3.0/24 is directly connected, FastEthernet0/0

S*  0.0.0.0/0 is directly connected, Serial0/0/0

Lo 4SS i bLiSy | Sws

So RL a0y s 0au00lS SO 51 byl cws sl o
cpai S 0 ping | ) R3 saSud o 4 Sauu0lS

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126
Reply from 192.168.3.10: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.3.10:
Packets: Sent = 4, Received = 4, Lost = 0 ([SEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 1ms, Average = 1ms
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B )Jﬁ_wl_g&_”)R:g S4Sad y }_'33_5_)\_,0l_§;5,_3J| oylogdy JLs
e S0 ping 1y Rl a4l

ping 192.168.2.10
Pinging 192.168.2.10 with 32 bytes of data:

Reply from 192.168.2.10: bytes=32 time=1ms TTL=126
Reply from 192.168.2.10: bytes=32 time=1ms TTL=126
Reply from 192.168.2.10: bytes=32 time=3ms TTL=126
Reply from 192.168.2.10: bytes=32 time=8ms TTL=126

Ping statistics for 192.168.2.10:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 8ms, Average = 3ms

HSRP :24 4y Liw
AU

s IP ol ode 4 IP:192.168.2100 4 1 04,35 oylad Ly HSRP & aiLs
aSad slaolSyo
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ER S P

sy biw sl a3 9 Jloyw Jlaldl slasoo ]t syl aslol
: (40-2)  Jsls

Interface IP Address/Mask
S0/0/0 |172.16.0.2/16
S0/0/1 |172.17.0.1/16

Fa0/0 Fa0/0

Interface IP Address/Mask Interface |IP Address/Mask

Fa0/0 192.168.2.2/24

Fa0/0 192.168.2.1/24

$0/0/0 172.16.0.1/16 E E E
/ / / .

$0/0/1 172.17.0.2/16

s=ylbw sl 2 Jol s

S s bamaiin! &uasLs

= oo JSS 0 S sl !

HSRP & ailLs =

HSRP s Sy soda Lie !y Verify [ gswo
Lade 4 0310 Glowy yowo g blLa Syl Gw s ™

g9y s lagd il Suails

R1

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int f0/0

R1(config-if)#ip address 192.168.2.1 255.255.255.0
R1(config-if)#no shutdown

OOl WN B
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O 00

[y
o

R1(config-if)#int s0/0/0

R1(config-if)#ip address 172.16.0.1 255.255.0.0
R1(config-if)#clock rate 64000
R1(config-if)#no shutdown

A
N

Boo~voor~wnr

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/0

R2(config-if)#ip address 172.16.0.2 255.255.0.0
R2(config-if)#no shutdown

R2(config-if)#int s0/0/1

R2(config-if)#ip address 172.17.0.1 255.255.0.0
R2(config-if)#clock rate 64000
R2(config-if)#no shutdown

A
w

O©CooO~NO UL WN P

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int f0/0

R3(config-if)#ip address 192.168.2.2 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int s0/0/1
R3(config-if)#ip address 172.17.0.2 255.255.0.0
R3(config-if)#no shutdown

R1

Dl JS I 90 SO sl >

A WDN P

R1(config)#router rip
R1(config-router)#version 2
R1(config-router)#network 192.168.2.0
R1(config-router)#network 172.16.0.0
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AN

R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#network 172.16.0.0
R2(config-router)#network 172.17.0.0

A wWNBE

R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 192.168.2.0
R3(config-router)#network 172.17.0.0

R1

HSRP &b LS

cpd S0 1 R3‘9R1¢51_5J._35_)(5‘9_)_}_;|J HSRP

O b~ wdNPE-

R1(config)#int f0/0
R1(config-if)#standby 1 ip 192.168.2.100
R1(config-if)#standby 1 preempt
R1(config-if)#standby 1 priority 200
R1(config-if)#standby track serial 0/0/0

(-

B
4.5

HSRP 1, IP SO yadwd ool 51 solibw!l Loy 2 ks -

S awl sl P ool e S0 doyrd 1l o038 0y Lad
s=la IP 23814 50 a3 3,8 y1 38 a0 slaolSyd 0dg4xn

JoS cwl ss2e0 R3 5 Rl 54, a5 b sl sl o
L;lj_g'P&_“)L}_ALﬁJTlJoLjJ_“agjl 4Sob g Jﬁ_&swlpﬁ_gdl_:

4+

s dal X 0400

dlo gl ol s Hedws ool H1 eoliSw! Ly 3 s -

S H LS Jlrd s Oy gwds 3800 g Jlrd Oy gwdy 354y S
Oyguody 359y pl AS 4S Db o gasde Priority 5 oiws Lo 14 hx -
dde Ay LS H LS Jlrdyae Oygods SaolaS g Jlrod

Lol YLy ol 3 Sy O cably ,5Y Ly priority
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S0/0/0 oo sl xSy eSwy ol S o Ll Lo 5 b -

priority Aoyl i OD,}—"W Oygwody ¢ dgw Jlrdyue R1 PR

S0 9 sk pheS sdro Sy O glosdsl LS ssae pS
dolyo Jlrd Oy gody sdxy

R3

R3(config)#int f0/0
R3(config-if)#standby 1 ip 192.168.2.100
R3(config-if)#standby 1 preempt
R3(config-if)#standby 1 priority 100

A wWNPE

HSRP i 3 Su sodn Liw ol o Verify yadwd

R1
R1#show standby brief
P indicates configured to preempt.
I
Interface  Grp Pri P State Active Standby Virtual IP
Fa0/0 1 200 P [MGENE Ilocal 192.168.2.2  192.168.2.100
R1#show standby
FastEthernet0/0 - Group 1 (version 2)

4 state changes, last state change 00:39:20
Virtual IP address is 192.168.2.100
Active virtual MAC address is 0000.0C9F.F001
Local virtual MAC address is 0000.0C9F.F001 (v2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.422 secs
Preemption enabled
Active router is local
Standby router is 192.168.2.2
Priority 200 (configured 200)
Group name is hsrp-Fa0/0-1 (default)

R3

R3#show standby brief
P indicates configured to preempt.

I
Interface Grp Pri P State  Active Standby  Virtual IP
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Fa0/0c 1 100 P [Siancbyl192.168.2.1 local 192.168.2.100

R3#show standby
FastEthernet0/0 - Group 1 (version 2)
State is Standby
3 state changes, last state change 00:39:56
Virtual IP address is 192.168.2.100
Active virtual MAC address is 0000.0C9F.F001
Local virtual MAC address is 0000.0C9F.F001 (v2 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.059 secs
Preemption enabled
Active router is 192.168.2.1
Standby router is local
Priority 100 (default 100)
Group name is hsrp-Fa0/0-1 (default)

Jodo 49 0310 Glw)y w9

byl duwd

PC &1, Gateway ol sis<s |, IP:192.168.2.100 «blos,| cus sl o
g byl cws sl Ty PING HeSws guw . poaSoe b Hols

Command Prompt ;o5 wads 40 jows giolad sl |

tracert  giwo

D e T I R e
P S 0o LSl ows Hehis 4y (PCL) 192.168.210 5esy LS |

ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time=0ms TTL=255
Reply from 192.168.2.1: bytes=32 time=0ms TTL=255
Reply from 192.168.2.1: bytes=32 time=1ms TTL=255
Reply from 192.168.2.1: bytes=32 time=0ms TTL=255

Ping statistics for 192.168.2.1.:
Packets: Sent = 4, Received = 4, Lost = 0 ([SEHESS),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms
ping 192.168.2.2

Pinging 192.168.2.2 with 32 bytes of data:
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Reply from 192.168.2.2: bytes=32 time=1ms TTL=255
Reply from 192.168.2.2: bytes=32 time=1ms TTL=255
Reply from 192.168.2.2: bytes=32 time=0ms TTL=255
Reply from 192.168.2.2: bytes=32 time=1ms TTL=255
Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 4, Lost = 0 ([ISEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms
ping 172.16.0.2
Pinging 172.16.0.2 with 32 bytes of data:
Reply from 172.16.0.2: bytes=32 time=2ms TTL=254
Reply from 172.16.0.2: bytes=32 time=1ms TTL=254
Reply from 172.16.0.2: bytes=32 time=8ms TTL=254
Reply from 172.16.0.2: bytes=32 time=1ms TTL=254
Ping statistics for 172.16.0.2:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 8ms, Average = 3ms
tracert 192.168.2.2
Tracing route to 192.168.2.2 over a maximum of 30 hops:
1 0ms 0ms Oms  192.168.2.2
Trace complete.
tracert 192.168.2.1
Tracing route to 192.168.2.1 over a maximum of 30 hops:

1 0ms 0ms 0ms 192.168.2.1

Trace complete.

tracert 172.16.0.2

Tracing route to 172.16.0.2 over a maximum of 30 hops:




s Lo gy Liw 159
CCNA 53 LS

1 0 ms Ims Oms

2 0 ms 1ms 1ms

Trace complete.

tracert 172.17.0.1

Tracing route to 172.17.0.1 over a maximum of 30 hops:
1 1ms 0 ms 1ms

2 0 ms 1ms 0 ms

Trace complete.

tracert 172.17.0.2

Tracing route to 172.17.0.2 over a maximum of 30 hops:
1 0 ms 1ms 0 ms

2 1ms 1ms 7 ms

Trace complete.

Frame Relay :25 ., Liw
Ada

sladaSud oo byl s)lwdlzsd sl 4 FrameRelay & a5l

RS Py



e gy low 2 Juad
160

sy Uw sl Jlojw ¢ a5 5l u_)l_m_ﬂ slasoo ]t syl asloly
: (41-2) Jsls

FRAME RELAY
Service Provider

DLCI: 100 DLEIL: 200
10

S
/0 Fa0/0

I *ﬁr? I l K I
LT O T T

Interface IP Address/Mask Interface IP Address/Mask
Fa0/0 192.168.2.1/24 Fa0/0 192.168.3.1/24
50/0/0 172.16.0.1/16 $0/0/0 172.16.0.2/16

bysso pl ySlys 41-2J5
s=ylw sl 2! Jol 3

Frame Relay &, aiLs =

Frame Relay <. <oy Verify =
Frame Relay s S0y —olooae ™
=l JS S5 0 SisLs .
o= Lo JS 55 5y Verify =

e aS0d (oo blaSyl cws =

Frame Relay &ua3LS

R1

R1(config)#int s0/0/0

R1(config-if)#ip address 172.16.0.1 255.255.0.0
R1(config-if)#encapsulation frame-relay
R1(config-if)#frame-relay map ip 172.16.0.2 100 broadcast
R1(config-if)#no shutdown

O~ wWdNPEF
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R3(config)#int s0/0/0

R3(config-if)#ip address 172.16.0.2 255.255.0.0
R3(config-if)#encapsulation frame-relay
R3(config-if)#frame-relay map ip 172.16.0.1 200 broadcast
R3(config-if)#no shutdown

Oapbh wpNPE

Frame Relay s 4o 1S Verify

R1

R1#show frame-relay map

Serial0/0/0 (up): ip 172.16.0.2 dlci 100, static,
broadcast,
CISCO, status defined, active

R1#show frame-relay pvc

PVC Statistics for interface Serial0/0/0 (Frame Relay DTE)
DLCI =100, DLCI USAGE = LOCAL,PVC STATUS = ACTIVE, INTERFACE =

Serial0/0/0

input pkts 14055 output pkts 32795 in bytes 1096228
out bytes 6216155 dropped pkts 0 in FECN pkts 0
in BECN pkts 0 out FECN pkts 0 out BECN pkts 0
in DE pkts 0 out DE pkts 0

out bcast pkts 32795 out bcast bytes 6216155

R3

R3#show frame-relay map
Serial0/0/0 (up): ip 172.16.0.1 dlci 200, static,
broadcast,
CISCO, status defined, active
R3#show frame-relay pvc

PVC Statistics for interface Serial0/0/0 (Frame Relay DTE)
DLCI =200, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE =

Serial0/0/0

input pkts 14055 output pkts 32795 in bytes 1096228
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out bytes 6216155 dropped pkts O in FECN pkts 0
in BECN pkts 0 out FECN pkts 0 out BECN pkts 0
in DE pkts O out DE pkts 0

out bcast pkts 32795 out bcast bytes 6216155

Frame Relay ¢ o3 Su o lousse

oy Y D>y PVC L_;l_)_;‘_é_l_;”_'m,oﬁx_]b?)

PVC STATUS= ACTIVE

cawl ol plaldl S 4 s Sy g Jlal

PVC STATUS= INACTIVE

de2>9 9o ol y 1 bladyl o oS ¢ Jladl JSio
Co

PVC STATUS= DELETED

o0 Dy Hxo Oygwdy s Sy g Jladl JSdas

(Dl s JS 5 90 S LS

R1

R1(config)#router eigrp 10
R1(config-router)#network 192.168.2.0
R1(config-router)#network 172.16.0.0

wWnN -

R3

Router(config)#router eigrp 10
Router(config-router)#network 192.168.3.0
Router(config-router)#network 172.16.0.0

WwWwnN -

e Lo e JS5 9 4 Verify

R1

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I -1S-IS, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set
C 172.16.0.0/16 is directly connected, Serial0/0/0

C 192.168.2.0/24 is directly connected, FastEthernet0/0
D 192.168.3.0/24 [90/20514560] via 172.16.0.2, 00:03:31, Serial0/0/0

R3

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - 1S-1S, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
C 172.16.0.0/16 is directly connected, Serial0/0/0

D 192.168.2.0/24 [90/20514560] via 172.16.0.1, 00:05:52, Serial0/0/0
C 192.168.3.0/24 is directly connected, FastEthernet0/0

Lo 4SS oo bLiSyl Cws

Iy RS sasstd ;5400 0lsS SO R1 54S0ld Ho )b 0lsS SO )
. piS o ping

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=3ms TTL=126
Reply from 192.168.3.10: bytes=32 time=2ms TTL=126
Reply from 192.168.3.10: bytes=32 time=3ms TTL=126
Reply from 192.168.3.10: bytes=32 time=12ms TTL=126

Ping statistics for 192.168.3.10:
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Packets: Sent = 4, Received = 4, Lost = 0 (DE0H0S).
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 12ms, Average = 5ms

RI sas0d y0sap0lS S (R3 saSd 50 p5e00lS S H1 JLo
. piS o ping |

ping 192.168.2.10
Pinging 192.168.2.10 with 32 bytes of data:

Reply from 192.168.2.10: bytes=32 time=3ms TTL=126
Reply from 192.168.2.10: bytes=32 time=2ms TTL=126
Reply from 192.168.2.10: bytes=32 time=3ms TTL=126
Reply from 192.168.2.10: bytes=32 time=3ms TTL=126

Ping statistics for 192.168.2.10:
Packets: Sent = 4, Received = 4, Lost = 0 ([HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 3ms, Average = 2ms

Lo Lo S oo blLodyl Gwd paiSow odalao 45 syghilos
A plxl G ddg o

IPV6 :26 oy Liw

dda

la )59y slaguidyiiol ey 4o IPVE slagwyol &asls =
O byl ) luwdlad ¢l o (wlosuws sl dS Sy S ails ™
sl edd Juade gl sla y gy 4o 4S5 Axe sle Sl

39t 99

: (42-2) JSb oy Lw )l aslhol
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CCNA s> LS

e

Fa0/0

- -

—
Fa0/1 . l

Fa0/0

.- -

Interface IP Address/ Mask Interface IP Address/Mask
Fa0/0 2001:1::1/64 Fa0/0 2001:2::1/64
Fa0/1 2001:3::1/64 Fa0/1 2001:3::2/64

byyya pl ySLss 42-2)5

s=ylbw sl 2 Jol s

Lo )59y slaguidyiisl ey IPVE slagwysT &iils
IPV6 ol ws Jgds Verify

OSPFV3 Loy JS 54 5y Siails

OSPFV3 s loyws Jgd> Verify

Le aS0d oo bl Syl Sws

EIGRPVE Lo jows JS 54y Siails

EIGRPVE Lo jows JS 54 5 Verify

Static = lomws JS Sy & ails

Static = oo JS S 4 Verify

e 959y s laguidyiiol soy IPVE gl.nw_;of S LS

Pyl
-

R1(config)#ipv6 unicast-routing
R1(config)#int f0/0

R1(config-if)#ipv6 address 2001:1::1/64
R1(config-if)#no shutdown
R1(config-if)#exit

R1(config)#int f0/1
R1(config-if)#ipv6 address 2001:3::1/64
R1(config-if)#no shutdown

O oo ~NO O WwWwN P

A
N
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R3(config)#ipv6 unicast-routing
R3(config)#int f0/0

R3(config-if)#ipv6 address 2001:2::1/64
R3(config-if)#no shutdown
R3(config-if)#exit

R3(config)#int f0/1
R3(config-if)#ipv6 address 2001:3::2/64
R3(config-if)#no shutdown

O©oo~Noouolh,whNPEk

Verify  y oiwo

R1

R1#show ipv6 interface brief

FastEthernet0/0 [up/up]
FES80::20D:BDFF:FEA9:E401
2001:1::1

FastEthernet0/1 [up/up]
FE80::20D:BDFF:FEA9:E402
2001:3::1

Vlanl [administratively down/down]

R2

R2#show ipv6 interface brief

FastEthernet0/0 [up/up]
FE80::260:5CFF:FE75:1401
2001:2::1

FastEthernet0/1 [up/up]
FES80::260:5CFF:FE75:1402
2001:3::2

Vlanl [administratively down/down]

IPV6 Lo yswo Jgd> Verify

®

IPVE  olosws IS5y, 4S5 olSa gaoddiny o) gods s
cuSloud Juaie pudiws Oyewdn 45 oladSud cosdo Jlad
Lo s Dgane 033 olowe Jedo 4 S Sles Sl Hebas

C b0 001y Giolas"C"

R1
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R1#show ipv6 route
IPv6 Routing Table - 5 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I1-1ISISL1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
C 2001:1:/64 [0/0]
via ::, FastEthernet0/0
L  2001:1::1/128 [0/0]
via ::, FastEthernet0/0
C 2001:3::/64 [0/0]
via ::, FastEthernet0/1
L 2001:3::1/128 [0/0]
via ::, FastEthernet0/1
L FF00::/8 [0/0]
via :;, Null0

R2

R2#show ipv6 route
IPv6 Routing Table - 5 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ONL1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
C 2001:2::/64 [0/0]
via ::, FastEthernet0/0
L 2001:2::1/128 [0/0]
via ::, FastEthernet0/0
C 2001:3::/64 [0/0]
via ::, FastEthernet0/1
L 2001:3::2/128 [0/0]
via ::, FastEthernet0/1
L FF00::/8 [0/0]
via ::, Nullo

OSPFV3 | oo yuws JS 59900 Soails

R1
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R1(config)#ipv6 router ospf 1

%0OSPFv3-4-NORTRID: OSPFv3 process 1 could not pick a router-id,please
configure manually

R1(config-rtr)#router-id 1.1.1.1

R1(config-rtr)#exit

R1(config)#int f0/0
R1(config-if)#ipv6 ospf 1 area 0

R1(config-if)#int fO/1
R1(config-if)#ipv6 ospf 1 area 0

e
PR oo~v~oorwNr

A
N

R2(config)#ipv6 router ospf 1

%O0SPFVv3-4-NORTRID: OSPFv3 process 1 could not pick a router-id,please
configure manually

R2(config-rtr)#router-id 2.2.2.2

R2(config-rtr)#exit

R2(config)#int f0/0
R2(config-if)#ipv6 ospf 1 area 0

R2(config-if)#int f0/1
R2(config-if)#ipv6 ospf 1 area 0

e
RPRoo~voorwNr

OSPFV3 3L yiwnJ 94> Verify

Jad> 5o sedo Jlxid OSPRFV3 Ll ws JSSg 5 45 0l8a
cogd o 00l gioles "O" Ly o loywe

R1

R1#show ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ONL1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
C 2001:1::/64 [0/0]
via ::, FastEthernet0/0
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L 2001:1::1/128 [0/0]
via ::, FastEthernet0/0
O 2001:2::/64 [110/2]
via FE80::260:5CFF:FE75:1402, FastEthernet0/1
C 2001:3:/64 [0/0]
via ::, FastEthernet0/1
L 2001:3::1/128 [0/0]
via ::, FastEthernet0/1
L  FF00::/8 [0/0]
via :;, Null0

R2

R2#show ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
0] 2001:1::/64 [110/2]
via FE80::20D:BDFF:FEA9:E402, FastEthernet0/1
C 2001:2::/64 [0/0]
via ::, FastEthernet0/0
L 2001:2::1/128 [0/0]
via ::, FastEthernet0/0
C 2001:3::/64 [0/0]
via ::, FastEthernet0/1
L 2001:3::2/128 [0/0]
via ::, FastEthernet0/1
L FF00::/8 [0/0]
via ::, Null0

Lo 4SS i bLiSyl Cws

10 R2 sasod 35400 0lS S RL sasad 5o S50l S SO )
- piS 0 ping

ping 2001:2::10
Pinging 2001:2::10 with 32 bytes of data:

Reply from 2001:2::10: bytes=32 time=1ms TTL=126
Reply from 2001:2::10: bytes=32 time=1ms TTL=126
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Reply from 2001:2::10: bytes=32 time=1ms TTL=126
Reply from 2001:2::10: bytes=32 time=5ms TTL=126

Ping statistics for 2001:2::10:
Packets: Sent = 4, Received = 4, Lost = 0 ([ISEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 5ms, Average = 2ms

10 Rl sasod j 50000l S S R2 a0l Ho 4500 0lS S 51 JLs
- piS— ping

ping 2001:1::10
Pinging 2001:1::10 with 32 bytes of data:

Reply from 2001:1::10: bytes=32 time=1ms TTL=126
Reply from 2001:1::10: bytes=32 time=0ms TTL=126
Reply from 2001:1::10: bytes=32 time=1ms TTL=126
Reply from 2001:1::10: bytes=32 time=0ms TTL=126

Ping statistics for 2001:1::10:
Packets: Sent = 4, Received = 4, Lost = 0 ([ISEHESS),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

Gaddgo Loy LedaSod o blady!l aaidS 0o odalio 45 yghilas
cdw palxl

EIGRPVG | Lo ysws JS 5940 Sua3LS

Py
-

R1(config)#ipv6 router eigrp 100
R1(config-rtr)#exit

R1(config)#int f0/0
R1(config-if)#ipv6 eigrp 100

R1(config-if)#int fO/1
R1(config-if)#ipv6 eigrp 100

CO~NOoO Ol WN -
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R2(config)#ipv6 router eigrp 100
R2(config-rtr)#exit

R2(config)#int f0/0
R2(config-if)#ipv6 eigrp 100

R2(config-if)#int fO/1
R2(config-if)#ipv6 eigrp 100

cONO Ol A WN -

EIGRPV6 |, ol yswno JS 5430 Verify

Jgd> Hd Db Jlxd EIGRPv6 — Lo o J_i_":‘g_}_g 49 u_,olj_lua
oo 031y gules "DV L ol owos

R1

R1#show ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ONL1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
C 2001:1::/64 [0/0]
via ::, FastEthernet0/0
L 2001:1::1/128 [0/0]
via ::, FastEthernet0/0
D 2001:2::/64 [90/28416]
via FE80::260:5CFF:FE75:1402, FastEthernet0/1
C 2001:3:/64 [0/0]
via ::, FastEthernet0/1
L  2001:3::1/128 [0/0]
via ::, FastEthernet0/1
L FFO0O0::/8 [0/0]
via ::, NullOo

R2

R2#show ipv6 route

IPv6 Routing Table - 6 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
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I1-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ONL1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
D  2001:1::/64 [90/28416]
via FE80::20D:BDFF:FEA9:E402, FastEthernet0/1
C  2001:2::/64 [0/0]
via ::, FastEthernet0/0
L  2001:2::1/128 [0/0]
via ::, FastEthernet0/0
C  2001:3::/64 [0/0]
via ::, FastEthernet0/1
L  2001:3::2/128 [0/0]
via ::, FastEthernet0/1
L FF00::/8 [0/0]
via ::, Nullo

Static |, oL yuwo JS g9 SuisLs

R1
| 1 | R1(config)#ipv6 route 2001:2::/64 fastEthernet 0/1 2001:3::2 |

R2
| 1 | R2(config)#ipv6 route 2001:1::/64 fastEthernet 0/0 2001:3::1 |

Static |, Lo jws JS5 4930 Verify

Sl Jad> Ho coeh Jlad IPV6 o Staticroute 45 ol
cogd o 031y goles "SYOL

R1

R1#show ipv6 route

IPv6 Routing Table - 6 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I11-1ISIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ONL1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external

C 2001:1::/64 [0/0]
via ::, FastEthernet0/0

L 2001:1::1/128 [0/0]
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via :;, FastEthernet0/0
S 2001:2:/64 [1/0]
via 2001:3::2, FastEthernet0/1
C 2001:3::/64 [0/0]
via ::, FastEthernet0/1
L 2001:3::1/128 [0/0]
via ::, FastEthernet0/1
L  FFO00::./8 [0/0]
via :;, Null0

R2

R2#show ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
S 2001:1::/64 [1/0]
via 2001:3::1, FastEthernet0/0
C 2001:2::/64 [0/0]
via ::, FastEthernet0/0
L 2001:2::1/128 [0/0]
via ::, FastEthernet0/0
C 2001:3::/64 [0/0]
via ::, FastEthernet0/1
L 2001:3::2/128 [0/0]
via ::, FastEthernet0/1
L  FFO0O0::/8 [0/0]
via ::, Null0

CDP :27 HJLLMJ
R
—looas sl oo S0 slagadew o LaySey sey CDP s ledlzs
2 4N
S35 939095

: (43-2) JSwaoyiw sl yu aoisw HJlaldl glasdat gyl aidl ol
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EEERER

bysso pl ySlys 43-2J5
s=ylbw sl 2 Jol s

CDP sjludles =
CDP &ledbl sods Lie ™

CDP ) Lud Ladb

SWi1
| 1 | SWi(config)#cdp run |

CDP & ledbl o dn Lo

:

o ol Lo gL lwes wlas oledbl golas ¢l jo @
‘S.bll:‘;-)‘L<‘li‘4__”‘}j ﬁJ_)jT‘)JUpr_]bﬂL_)j ool o> IP l_h‘}_?j‘)
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o3l giolad o ooy dOWN Ghgodn LaySs)y s EISew (o
dal g2 00l giolad SW2 zuSsw oledbl hid 5 wb dial gxs

I W]

Swi1

SW1i#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability  Platform  Port ID

SW2 Fas 0/24 138 S 2960 Fas 0/24
R1 Fas 0/14 178 R C2800 Fas 0/0
R2 Fas 0/19 145 R C2800 Fas 0/0
R3 Fas 0/13 172 R C2800 Fas0/0

SWi1l#show cdp neighbors detail

Device ID: SW2

Entry address(es):

Platform: cisco 2960, Capabilities: Switch

Interface: FastEthernet0/24, Port ID (outgoing port): FastEthernet0/24
Holdtime: 175

Version :

Cisco 10S Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)
FX, RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-05 22:05 by pt_team

advertisement version: 2
Duplex: full

Device ID: R1
Entry address(es):
IP address : 192.168.10.1
Platform: cisco C2800, Capabilities: Router
Interface: FastEthernet0/14, Port ID (outgoing port): FastEthernet0/0
Holdtime: 155

Version :
Cisco I0S Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M),
Version 12.4(15) T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
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Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Wed 18-Jul-07 06:21 by pt_rel_team

advertisement version: 2
Duplex: full

Device ID: R2
Entry address(es):
IP address : 192.168.10.2
Platform: cisco C2800, Capabilities: Router
Interface: FastEthernet0/19, Port ID (outgoing port): FastEthernet0/0
Holdtime: 122

Version :

Cisco 10S Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M),
Version 12.4(15) T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt_rel team

advertisement version:; 2
Duplex: full

Device ID: R3
Entry address(es):
IP address : 192.168.10.3
Platform: cisco C2800, Capabilities: Router
Interface: FastEthernet0/13, Port ID (outgoing port): FastEthernet0/0
Holdtime: 149

Version :

Cisco 10S Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M),
Version 12.4(15) T1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 06:21 by pt_rel _team

advertisement version: 2
Duplex: full




s Lln g0y Liw 177

CCNA 53 LS

DHCP Server :28 4y Liw

T

La IP plass! 1 DHCP Server !l gicdan ;54 So Saasls ®
IP:10.0.0.0/8 Lo Lagyol 31 Sike dlxsl ®
IP:8.8.8.8 L DNSServer pihis =

IP:10.0.0.2 L, Gateway pshais ™
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DHCP 4w hwes 10.0.0.100 5 10.0.050 :sls IP 4SSyl aulais =
COgd 00y pplais

5939395

1 (44-2) U< oy bw sl 359y il astol

Fa0/0
10.0.0.1/8

byyye pl 3SLss 44-20<

s=ylw sl 2! Jol s

gy 4 IP Ual_;.a_u‘ u
DHCP Server & iasLs =
DHCP Sy Sy soda lao

ey o IP plais]

R1
| 1 | R1(config)#int f0/0
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2 | R1(config-if)#ip address 10.0.0.1 255.0.0.0
3 | R1(config-if)#no shutdown
DHCP Server s ailLs

R1

1 | R1(config)#ip dhcp pool ccna

2 | R1(dhcp-config)#network 10.0.0.0 255.0.0.0

3 | R1(dhcp-config)#default-router 10.0.0.1

4 | R1(dhcp-config)#dns-server 8.8.8.8

5 | R1(dhcp-config)#exit

6

7 | R1(config)#ip dhcp excluded-address 10.0.0.50 10.0.0.100

DHCP s di 3Su s0un Liso

Network 0 1y ) s4d xS ey g e ol S alaow O
: 00, S wlsisl Properties

Network Properties -> Internet Protocol Version 4 or 6 -> Obtain IP Address
Automatically

Ol s3=0 )Igas ol S cmd o ipconfig Hasiws oS oyl g Lo
.ol almst 1y Verify

o #dhclient : o ysiws GouS oyl Lo pa wSeiod ySeaalS o
plasl 1y s syee Verify ol sSe wSeind JUes s o #Hipeonfig
o1

PC1 =

Physical | Config = Desktop | Custom Interface

IP Configuration

1P Address 10.0.0.2
Subnet Mask 255.0.0.0
Default Gateway 10.0.0.1
DNS Server

® PC2 =

Physical | Confi Desktop | Custom Interfaq
Y! g 1® PC3 - O

Physical | Config

() static

Desktop | Custom Interface

uration
on

) Static

10.0.0.3

L Static DHCP request successful.
255.0.0.0

P Address 10.0.0.4
10.0.0.1 Subnet Mask 255.0.0.0
eeeee 8.8.8.8 Default Gateway 10.0.0.1

35 IP Siilogsl wlais! 45-2 JSb

Danl at Trarar

R1
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R1#show ip dhcp binding
IP address Client-1D/ Lease expiration Type
Hardware address
10.0.0.2 0060.5C84.DDE6 -- Automatic
10.0.0.3 0001.C902.9689 -- Automatic
10.0.0.4 0001.4286.0B4E -- Automatic
Syslog :29 4 Liw
AU

Syslog y gy 4o Lo LOg Jlwy! s 455y sy s— Logging S asLs

3939395

1(46-2) U sy Liw sl oo ooyl Jladl s ladssad silaslol
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CCNA s> LS
Computer IP
10.0.0.11
O byyyo pl ySlas 46-2 S

29 A il i
Syslog ygsw 138l asd o wly 100011 3 5eaunls @) Ladgiuy
LAh Ly 4By (el Jold o o cuad
= bw sl 2l Jol
Syslog 4w 4o Logging & iasLs =
33l 4 Logging &oails =

Syslog s laaloy Verify o i 5 =
Syslog y g yw 4 Logging SusLS

R1

R1(config)#logging on
R1(config)#logging host 10.0.0.11
R1(config)#logging trap debugging

WN -
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sl 4 Logging SusiLs

R1

1 | R1(config)#logging on
2 | R1(config)#logging buffered 4096

Syslog s lapalu Verify o dsJgs

R1

R1(config)#interface serial 0/0/0
R1(config-if)#shutdown
R1(config-if)#no shutdown

wnN -

R1

R1#show logging
Syslog logging: enabled (0 messages dropped, O messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering disabled)

No Active Message Discriminator.
No Inactive Message Discriminator.

Console logging: level debugging, 3 messages logged, xml disabled,
filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Logging Exception size (4096 bytes)
Count and timestamp logging messages: disabled
Persistent logging: disabled

No active filter modules.

ESM: 0 messages dropped
Trap logging: level debugging, 3 message lines logged
Logging to 10.0.0.11 (udp port 514, audit disabled,
authentication disabled, encryption disabled, link up),
2 message lines logged,
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CCNA s> LS

0 message lines rate-limited,
0 message lines dropped-by-MD,

xml disabled, sequence number disabled

filtering disabled
Log Buffer (4096 bytes):

(PC) Syslog yoyw sy o Verify

Syslog 4 bsoso slaplay gdod sl 1, Syslog 1330 a,s
Ao S Start =) LS Llaa

[OVIEE O TTR LT L | smes\conan\Dashooo\lab Soltwaes\Iind 12 40

Server ntadace Imgg"

Spslog server | Log viewer |

Lef Lo

ot

frem date
<18D42 01:21 55 X5YS5CONFG_I: Conigured from console by v 23/07 131815741
A8 Vd 29132039971 ZIP4-DUPALDR: Duplcate addess 10.U.U.1 on Gigabitt themetJA), scurced by 10014877 Sebr ool 280/ 1320:26 485
<1902 Jd 2913 20:40971: XSYSELOGGINGHOST _STARTSTOP: Loooing tohost 10.00 11 port 514 started - CLI mtiated 10001 29/07 1320:27 483
<1863 Mar 11 0:3352.757: XSYSS5-CONFIG_I: Configured from conzole by viy0 (152.168.3.10) 1721702 28/0711322.06.354
<190>70: Mar 11 00:29:53.750: X5YS S LOGGINGHOST_STAATSTOP: Loggng to hest 100.0.11 started - CLI indtisted 1721702 20707 13:22.06.260
A8D71: Mar 11 00:40:28.491: XDUAL-SNBRCHANGE: P-EISRPO) 10 Neghbor 172180 2 (Senall/0)is down: interface cown 1721702 28/07 132240879
187543 (1:26 22 SLUINS-3-UPDUWN Interface Seralll/1, changed stale to down 1721601 N3 2243063
<1872 Mar 11 00:40:30.463 XLINKS5-CHANGED: Intedace Senal)/0 changed state to admiristratvely down 1721702 22/071132243063
<1844 (1:26 23 XLINEPROTOSUPDOWN: Line protacol on Interface Sesalll/1, changed state to down 1721601 23/0713224307¢
<1073 Mar 11 00:40:21 464: XUNEPAOTO SUPDOWN: Line peatocol on Intedace Sendll0, changed state 1o down 1221702 20/07 132242079
<187>45: £1:26 45 ZLINC-3-UPDOWN Interface Serall/7, changed sta'e to up 121601 28/07 1323.08.263
187574 Ma 11 004053 683 ZUNK-3UPDOWN: intertace Senall/U, changed state to up 121702 JIAON132308.278
<18D75 Mar 11 0C:40:54 670 XUNEPROTO-SUPDOWN: Line peotocal onlinteface Senall/0. changed state to up 1721702 29/07132306.234
<18946: 01:26 46 XLINEPROTO SUPDOWN: Line protacol on Interface Sesall/1, changed state toup 1721601 28/01132301.277
A0 76: Mar 11 00:40:56.421: XDUAL SNORCHANGE: P-EIGAPD) 10 Noghbor 172100 2 (Senal/0)is up new adyscency 1721702 20/07 132209024
Syslog sla plusy gsles 47 -2 JS
. .
Password Recovery :30 4 ) Liw
A

sl 35 v enable password «< s 55y Privilege W 4w dws ®

w0 dd

oeSwow 54y So enablepassword SLasyLy ™

S35 939095
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ey Uw sl a5y 51 o Jawd S u_)l_m_ﬂ slasoo ]t syl asloly
1 (48-2) Ui
//-’—.“_\
. Console
—
-
~
Fa0/0 \
10.0.0.1/8 \
\
A \ \
I \ '
|
|
I
/
/
/
7’
d
-
Computer IP
10.0.0.10
4 bayso plaSlos 48-2 S
AN A vl b

s=ylw sl 2! Jol 3

Jlas! sl s JewiS s)laslol, =

So ob oLl Lo Jewd S Gopb H1 sS4 wpdws ®
Jlwas I 338 pps

rommon 4. 45 Guad Syl Lo pbws>y Hlade yoaax5 =

So By HAr) p S 4 ol 03y Ol yedws syl i8S, Lo
(RAM 45 NVRAM ;31 oledb!

enable password suxo & i5LS =

wodpuy odls 4 ey )l dde (U510 8 5

GO S sy i) sy lwdlses @

S 005 Sy 9 Sy 4o Of jedwd o )
Aol Ddygwy 1 ol adwl Ly 3 Sy 4wy dwd

Jlas! ) 30 JewiS 3l dslol
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Lo S0l s COM oy 4o s5) JewsS oHeny Jladl Lo
coadn 63 a0l JewiS Jlas! ¢ JewiS JoLS 1 oo Uit

DI ass S S edladwl Ly JawdsS @b 1 sT9) 4 wdwd
Slwdoad

swotwd sl g Hlwdaad 8 ey SO oo Ty o) sle il H Ly
N &_ﬁ_sz_)l_i J gwi S O e Goyb )l @—f:—;’ﬁ—“’

Baud 9600
Data bits 8

Parity None
Stop bits 1

Jeig Jole plunw by j5saols JewdsS Gab )1 059y 4 wodws
Iy PUTTY.exe olan jlwdiad 4ol So JUoey s Tadiyl =
00 S Hlo
palics 9600 4 1, Speed 4 oo, S olsxsl 1,y Serial s4ii S ®
cpi S oS Open sy s e U
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Category:

[=)- Session Basic options for your PUTTY session
I = L.ogging Specify the destination you want to connect to
[=)- Teminal Serial l .-
- Keyboard erial line peed
Bl [com | [os00

- Features Connection type:
- Window (ORaw (O Telnet (O Rlogin () SSH

- Appearance
- Behaviour

- Translation Saved Sessions
- Selection

- Colours :
Default Settings

(=)~ Connection ? = R
: Ep)ata Save
- Proxy
« Telnet Delete
- Rlogin v

(- SSH
- Serial

Load, save or delete a stored session

Close window on ext: "
(O Aways ()Never (® Onlyon clean exit

3
= V=

O pwydws  bayse Oledais 49-2 S
JawdS diob Y a0

N - S5 Wk W7 RPN W oo Lol lwdasd ol o8l ey 4SS ol8ie
C PSS G
Jole plans Ly s5s440lS JouiS Gusb 31 30s) 41 guyius
oS g

t00S dylg Ty o) Hedwd wSei ) JU ey 3 y> W
#minicom

rommon Jdo 40 Gdw Syl ¢ Lo ydwa>y ylddo iz

e LS 055y 0005 Gbgy ) dxo cdd odlal p 55, 48 olSo
cooly HLis WS dxaw gy ! 1y "Ctrl+Break" s4aSs 4 5L5 60
L) rommon alis suao dyly sS4y LadaSy ol oo HLad Lo
Gboy 5 a5 HLaSo Ty Sy, aSdol 31 Ju8) b e (runmonitor
Dedws Lo pul 0o, Iyl 48 1y 51y eiws elal Taiyl aniS

(S0 0 Fd Hwr

Rommomnm 1>

D=0 ©osedn Ty pPdwaey pl e oo o0 4 gu o)l Lo
DS e i

| 1] rommon 1 > confreg 0x2142 |
NVRAM ogdo Ogn 354y 4S5 ol80m Haiwd ool izl Lo

cO S0 ol
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H_JJG.O dylg Ty o) Dadwd guw

| 1] rommon 2 > reset |
..)3_['2!0_,0 RAM Dyl g P_):_Zi_l_m_,o)_?ﬁj e 0wy ol S o Ladw!l Lo

Setup wo 0yl g 59y e O JolS yabay x5y 4SSl T axo
Db a2 O o

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: no

01y Qodo Sy 4o g odd usermode oyl Sl 40 N0 o) Lo
. LD privilege Lo Dyl g O g0 d)ygwy (IS

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: n

Press RETURN to get started!

Router>en
Router#

g9y 4o oddd 0 yaFd O yedwd syl ISy Lo

1 | Router#copy startup-config running-config
Destination filename [running-config]?

575 bytes copied in 0.416 secs (1382 bytes/sec)
Router#

oledbl ¢ pany yLS4y 1y #show running-config ) ssws 81 JLs
SOyl Sw A OleSes 1y YL 250

Router#show running-config
Building configuration...

Current configuration : 585 bytes
|

version 12.4
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no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname Router

!

!

!

interface FastEthernet0/0
ip address 10.0.0.1 255.0.0.0
duplex auto
speed auto
shutdown

enable password >dx.o Sus3LS

S8y 9y = 1y os3 ol gx > enable password | ouxo ol 450 Jl>

-

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
3 | Router(config)#enable password cisco

N

Wadpiu SJdls> 4o ydwa>y gl dde a3y Sy

g sole adls a4 Ty o S5gy ) Hedwd HosoLaSw! Lo
s pa o g8
| 1 | Router(config)#config-register 0x2102 |

A0 351 b il ) Lwd La

O9S eold g340 4S5 |y ooy qudyibol woly 4>y Gl o
ey lu Ho U odls 4o 2 odd down S,
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1 | Router(config)#interface fastEthernet 0/0
2 | Router(config-if)#no shutdown

999y 3338 OyLidwoy g gy 4 O ygiwd $0 343D

DS Ty )y pedwd 359y sy oo Ol ysiwd o3y sl
:HHu—O

1 | Router#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

) dod> dygwy ¢ puyss LS4y |y #show startup-config giws S|
H*’Ju—'o o da Lio

Router#show startup-config

Using 577 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Router

!
!
!

enable password cisco
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Jod> dygw ) odladwl Lo 359y 4o wydwd

Syswy 1 eolibwl Lo privilege 4o 4 b o0y 4 telnet Gk
coS Ty gwoydwd 359y 4 () S0 dods

telnet 10.0.0.1

telnet I¢
Trying 10.0 1
Lonnected to 10,.0.0.1
Es( character

UNAUTHORISED ACCESS STRICTLY PROMIBITED AND

EXTENT OF

Sysuy Ly sTgy 4o wdwd 50-2 S
Telnet .is b A
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CCNA s> LS

10S Backup :31 40y Liw
U2
ey S 108 5 s Sy 31 Backup 58,8
3939395

:(51-2) U sy Lw ol o oSyl Jladl Shod syl S el g

Fa0/0
10.0.0.1/8

Computer IP
10.0.0.10

4 by plpSLys 51-2 J<
21 A vl i

9 oddcuad I jdlayd iyl Lo 100010 sTgaaols o) Lugiay
ddbly TFTP Hygyw syl JoLs
= bw sl 2l Jol e

Sey oSy j Backup So st
TFTP [ sy suinSay JoLd ofsy Verify =

29y I0S 31 Backup o slxo! =
TFTP 45w s9y) ,— 10S JoLs QTLS_y Verify =
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9y sdioSuy 51 Backup SO o lxa

1 | R1#copy startup-config tftp:
Address or name of remote host []? 10.0.0.10
Destination filename [Router-confg]? R1-start

[OK - 577 bytes]

577 bytes copied in 0.016 sec (36062 bytes/sec)

TETP 9w sy o Su Jolsd olso Verify

puw) «TFTP D8 9 S S JoLa L:JTLS_ﬁ Verify sl o
PoS Jlaoo Ol e 1y o) ey

C:\ Program Files\ Cisco Systems\Cisco TFTP Server
49y 10S 31 Backup &o 3l

R1#sh flash:

System flash directory:

File Length Name/status

3 50938004 c2800nm-advipservicesk9-mz.124-15.T1.bin
2 28282 sigdef-category.xml

1 227537 sigdef-default.xml

[51193823 bytes used, 12822561 available, 64016384 total]
63488K bytes of processor board System flash (Read/Write)

R1#copy flash: tftp:

Source filename []? c2800nm-advipservicesk9-mz.124-15.T1.bin
Address or name of remote host []? 10.0.0.10

Destination filename [c2800nm-advipservicesk9-mz.124-15.T1.bin]?

Writing ¢2800nm-advipservicesk9-mz.124-
5. T1.bin, TR e e e e e e e e e e
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[OK - 50938004 bytes]

50938004 bytes copied in 1.633 secs (2261704 bytes/sec)

TETP yow oy o 10S Joloa ol S Verify

=) iy s (TFTP 55w sy 10S JoLs T Verify o1 o
2oS JLy Ol sSe T

C:\ Program Files\ Cisco Systems\Cisco TFTP Server

IOS Licensing :32 4y Liw
R
e s = sSwaw lOSLicense cuas 4 S0y
S35 93995

1(52-2) U sy Liw sl o ooyl Jladl Shod syl S el g
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Fa0/0
10.0.0.1/8

Computer IP
10.0.0.10

4 byyse plaSlys 52-2 S
27 Al i

5 odouas 51380 pss 6l sl duly 10.0.0.00 sSsusals 1) Laddiy
Ll TETP Hgaw ol gzl JoLs

s=ylw sl 2! Jol 3

IOS License ! 4 Verify ga5wy ™
oSwow gy s9y — License cas ®

10S License | 3o Verify ygdwd

R1#show license

Index 1 Feature : ipbasek9

Period left : Life time

License Type : Permanent
License State: Active, In Use
License Count: Non-Counted
License Priority: Medium

Index 2 Feature : Securityk9
Period Left: Life time
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Index 3 Feature : uck9

Index 4 Feature : datak9

R1#show license udi

Device#  PID SN UDI

License Type : Permanent
License State : Active, In Use
License Count : Non-Counted
License Priority : Medium

Period Left : Not Activated

Period Used: 0 minute 0 second

License Type: Eval Right to Use

License State: Not in Use, EULA not accepted
License Count : Non-Counted

License Priority: None

Period Left: 8 weeks 3 days
Period Used : 2 hours 44 minutes

CISCO2911/K9 FTX152411AQ CISCO2911/K9:FTX152411AQ

oSwdw 330y 9y o License cuad

R1#license install tftp: FTX152411AQ.lic
Source filename []?FTX152411AQ.lic

Address or name of remote host []? 10.0.0.10
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrd

Installing ... Feature :datak9 ...Successful: Supported
1/1 licenses were successfully installed
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PPP Authentication :33 4, Liw
dda
Le y 56y (o PPP Authentication s jLlwJlx3
393995

S sy liw sl Jlopw o oo 51 Jladl SSad )l aslol
: (2-53)
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S0/0/0

S0/0/0 ¢~
Fa0/0 irao/o

g e
- - - - . -

Interface | IP Address/Mask Interface | IP Address/Mask

Fa0/0 192.168.2.1/24 Fa0/0 10.0.0.1/8
$0/0/0 172.16.0.1/16 S0/0/0 172.16.0.2/16

14
\

L

L

4y by plaSLys 53-2 I
22 Al i

s=ylbw sl 2 Jol s

Jlogw pdyibol Sussls =
JLosw gudibal s Sy Verify =
(CHAP) PPP Auth. & a5l =

JLosw gedyiiol Verify =
PPP Auth. = looae @

Jo g qud ool SaiLs

R1
1 | R1(config)#int s0/0/0
2 | R1(config-if)#ip address 172.16.0.1 255.255.0.0
3 | R1(config-if)#clock rate 64000
4 | R1(config-if)#no shutdown
R2
1 | R2(config)#int s0/0/0
2 | R2(config-if)#ip address 172.16.0.2 255.255.0.0
3 | R2(config-if)#no shutdown
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Jlosw g il o xS Verify

R1

R1#show interfaces serial 0/0/0
Serial0/0/0 is up, line protocol is up (connected)
Hardware is HD64570
Internet address is 172.16.0.1/16
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)

R2

R2#show interfaces serial 0/0/0
Serial0/0/0 is up, line protocol is up (connected)
Hardware is HD64570
Internet address is 172.16.0.2/16
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)

(CHAP) PPP Authen. Su4LS

R1

R1(config)#username R2 password cisco
R1(config)#interface serial 0/0/0
R2(config-if)#encapsulation ppp

R1(config-if)#ppp authentication chap

Must set encapsulation to PPP before using PPP subcommands

A~ WDN P

R2(config)#username R1 password cisco
R2(config)#interface serial 0/0/0
R2(config-if)#encapsulation ppp

wnN -
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4 T R2(config-if)#ppp authentication chap
Must set encapsulation to PPP before using PPP subcommands

J Lo yw g8 ) Verify

R1

R1#show interfaces serial 0/0/0

Serial0/0/0 is up, line protocol is up (connected)
Hardware is HD64570
Internet address is 172.16.0.1/16
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation BB, loopback not set, keepalive set (10 sec)
LCP Open
Open: IPCP, CDPCP

R2

R2#show interfaces serial 0/0/0

Serial0/0/0 is up, line protocol is up (connected)
Hardware is HD64570
Internet address is 172.16.0.2/16
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation [BBB, loopback not set, keepalive set (10 sec)
LCP Open
Open: IPCP, CDPCP

PPP Authen. | o Louas

Sed oda liie ) >3 S PPP Authentication o) lwdlzsd 31 axo
o)1y se>y authentication suso 3 Soy Ho JSde 45 Gwlize ol 4o

R1

R1#show interfaces serial 0/0/0
Serial0/0/0 is up, line protocol is down (connected)
Hardware is HD64570
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Internet address is 172.16.0.1/16

MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation [BBB, loopback not set, keepalive set (10 sec)

LCP TERMsent

Closed: IPCP, CDPCP

50 oIy sle sy Liw
14w

s )1 yglhie 4 XYZ aS,a sl o 1) sS4y So sl 4SS0 yude
202.1.0.19- : o T 4 « ISP . LS 0 Soiasls al syl 4wy Sw
sloly aSyd cow!l o3y Hl 48 aSyd ool HyLdbsl o 1y 202.1.0.22
GoSa 4y Gladan yabdy algs o 4SS Wbloe cwls 14
sloly aSyd LAN a0 Ho Lo awls ool bl 43d) o Lwyiwd
b Lo 192.168.2.17-192.168.230 :ossuns 45 Lwosas sley ol
towl ol plaxdl 359 sy U2 pe ) sl LS

ey sl &asls .

NAT 5 NAT Inside ! 3 bS5 o)40 slagodyidyl Suasls =

outside
static route & a5LS =

caS o aadai s "CISCO™ Lo B yabdy pa Ladygwy s4oa ®

RS Py
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‘

Fa0/0

=

Interface IP Address/Mask
Fa0/0 192.168.2.1/24
S0/0/0 202.1.0.18/29

201

CCNA s> LS

X 2

interface

IP Address/Mask

$0/0/0

202.1.0.17/29

4 byyso plaSlys 58-2 S

1 a4lima

& A Q\'.ln‘

Glojoan Hyobay Ladwls 45 paal g3 0 YL Ologlzo 4y 4>43 Loy

B W0: ) N U U L R O U W JC S W T W W W

R

39y Sy o odw alxdl O yedwd Verify

R1

R1#show running-config
Building configuration...

Current configuration : 733 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

I

hostname R1
I

enable password cisco
|

no ip cef
no ipv6 cef
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interface FastEthernet0/0

ip address 192.168.2.1 255.255.255.0
Ip nat inside

duplex auto

speed auto

interface Serial0/0/0

ip address 202.1.0.18 255.255.255.248
ip nat outside

clock rate 64000

!

interface Vlanl

no ip address

shutdown

!

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/0
|

line con 0
|

line aux 0

!

line vty 0 4
login

!
!
!
End

Glojon Hyoabdy Lial gt 0 45 dbloy,0 Gwla 14 51 y1 s XYZ oS,

tam ol 4 sl Ly bl 4l wySws oSS!l 4o
Bl . L ool Lensloe 2021022029 L 202.1.0.19

.p_“a‘)‘g

001> B Lo yLdsl 5o ISP 4 SlagysT jI Sise SO 1 adsl
cpudS 0 o lxol netmask:255.255.255.248 L, 1y cwl

| 1 | R1(config)#ip nat pool ccna 202.1.0.19 202.1.0.22 netmask 255.255.255.248 |
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IP 4« Leowls s IP LS pai S0 dlxal oyl uoLw! ACL SO
Al Ay S pop e H LIS Ho s ale

| 1 | R1(config)#access-list 1 permit 192.168.2.16 0.0.0.15

Pe= e DS Ty ) Dswd g

| 1 | R1(config)#ip nat inside source list 1 pool ccna overload

(Lican) palas access-listl Ly aS 1y Tuss slawyol sdan yaiwd (ol
192.168.2.30 L5 192.168.2.17 slagyo] ior . dbSo0 4a>y5 ¢ disiua
w5 3y D2y CONA plS Lo Sixe 5 4S8 wyol S o4 |
sladyey 31 ool bwl l_:lp &_34_)“3 O > é_"el3 DY e ddS oo

RN . A LD i

dygn slagudyiiol sy o s NAT outside 9 NAT inside ) 4owd
COw !l el plaxsl ydal

TS0 03 d 1y Ol yedwd aoled o

1 | R1#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

5 eaaelS S 31 bbbyl Sws

ping 202.1.0.17
Pinging 202.1.0.17 with 32 bytes of data:

Reply from 202.1.0.17: bytes=32 time=11ms TTL=254
Reply from 202.1.0.17: bytes=32 time=1ms TTL=254
Reply from 202.1.0.17: bytes=32 time=1ms TTL=254
Reply from 202.1.0.17: bytes=32 time=1ms TTL=254

Ping statistics for 202.1.0.17:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 11ms, Average = 3ms
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2 4w

DY) oo o Ao ewdwd g S syl aSloly ) iz XYZ oS i
AR LS d4blal 0gs aSud 4 R3Sy SO o (Jod sy Liw
s RL slay sy Lo bLSH1 syl a8, oSl R3 555 gogi8l
o ol IS0 sbeonuyl Gasgas o) laS be2g R2
cogd e Jlwyl R3 4 R2 sla 5y

sHrlwodlay Hd Vs slacas (oS Ty o) liw o2 51 S
0o JoolS JLladlt a5y yghhie 4 354 LSMM C}Lal 3
Aol La G4

39t 99

P e biw sl IP paax s 3 La Sy oo Jladl aahils
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AS No: 10

Internet

S0/0/0 T S0/0/1

Interface | IP Address/Mask Interface | IP Address/Mask
Fa0/0 192.168.2.1/24 Fa0/0 10.0.0.1/8
S0/0/0 172.16.0.1/16 $0/0/0 172.16.0.2/16

S0/0/1 172.17.0.1/16

2 e e ylUiw 49 bayyo pl pSLad 55-2 J<b

205

CCNA s> LS

Interface

IP Address/Mask

Fa0/0

192.168.3.1/24

$0/0/1

172.17.0.2/16

RL 69y s 94290 iy Sy sodn i

R1#show running-config
Building configuration...

Current configuration : 781 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname R1

!
!
!

enable password cisco
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interface FastEthernet0/0

ip address 192.168.2.1 255.255.255.0
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

ip address 172.16.0.1 255.255.0.0

clock rate 64000
I

router eigrp 10
network 192.168.2.0
network 172.16.0.0
no auto-summary

R2 69y 3 d9290 iy Sy s0dn Lus

R2#show running-config
Building configuration...

Current configuration : 816 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
Nno service password-encryption

!

hostname R2

!
!
!
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enable password cisco

interface FastEthernet0/0

ip address 10.0.0.1 255.0.0.0
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

ip address 172.16.0.2 255.255.0.0
|

interface Serial0/0/1
ip address 172.17.0.1 255.255.0.0
clock rate 64000

router eigrp 10
passive-interface Serial0/0/0
network 10.0.0.0

network 172.16.0.0

no auto-summary

R3 69y 3 d9290 iy Sy 0dn Lus

R3#show running-config
Building configuration...

Current configuration : 787 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

I

hostname R3
I
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!
!
enable password cisco

interface FastEthernet0/0

ip address 192.168.3.1 255.255.255.0
duplex auto

speed auto

|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

no ip address

clock rate 2000000

shutdown

|

interface Serial0/0/1

ip address 172.17.0.2 255.255.0.0

router eigrp 11
network 192.168.3.0
network 172.17.0.0
no auto-summary

o Lih! 4 R3 j 54y 45 pauiS 0 odalio Yo Of Halwd >g95 )
AS.No: 10 Ly &0 sla gy o9 cwl oud S&a3ls AS. Noill Lo
gl 8 usy Ly Leybsy gum ASINO (e L4l 0wl SaisLsS
Dl byl p8 s L Ll g Sed ey Sy ol ool Guwas
9 p=2oxS Ty Ty Jlhaw Gol Ho da>g0 JSho Gudg!l oy o ud5S
ol 1y o) ol hsdws R3 J 55y sy cpadlosn 0 0T el 4o

i S
R3

1 | R3(config)#router eigrp 10
2 | R3(config-router)#network 192.168.3.0
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w

R3(config-router)#network 172.17.0.0
4 | R3(config-router)#no auto-summary

odw palxldl O yglwd 0 )u3d

1 | R3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

P00 = ) gsse 30 4 (laSee a2 R2 5545 2e05 )

..L_}‘o.x_ix_')oa}_&_x)Eigrp PR R2 ey 69y sladaSu b sd40n "

Jlxd R3 4 Juais g dyisl sgy o passive-interface giwo ®

=90 s o= 1o =) Olosdwd De2en JShe 90 g8y sl o J>
e yLlSay R2

R2(config)#router eigrp 10
R2(config-router)#network 172.17.0.0
R2(config-router)#no auto-summary
R2(config-router)#no passive-interface serial 0/0/1

ESCO RN O

o alxldl O yaiwd 0 yIa3d

1 | R2#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R3 oo wos Jod> sodn Lio

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
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10.0.0.0/8 [90/2172416] via 172.17.0.1, 00:04:11, Serial0/0/1
172.16.0.0/16 [90/2681856] via 172.17.0.1, 00:04:11, Serial0/0/1
172.17.0.0/16 is directly connected, Serial0/0/1

192.168.2.0/24 [90/2684416] via 172.17.0.1, 00:04:11, Serial0/0/1
192.168.3.0/24 is directly connected, FastEthernet0/0

O0O00

gr’l—.f‘)—ﬁ-‘““o Jgd> Ho La 4_§_x_ﬁju_.oL,o\_3 P_{_xjw,o oda Lio 4S5 Hgh il an
OWSdo plod aaSwl o3 Gl y ol cawl o 001y guolaes R3
oS L Wl esy ey Sy sl LS aui S J> 1y Da>a0

COOS y a9yy blLa Sy

o

ggdaolS SO Lo RlI 640 yd 3400 0lS S0 H1 bLaSyl Swd
R3 48

ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time=2ms TTL=125
Reply from 192.168.3.10: bytes=32 time=2ms TTL=125
Reply from 192.168.3.10: bytes=32 time=12ms TTL=125
Reply from 192.168.3.10: bytes=32 time=2ms TTL=125

Ping statistics for 192.168.3.10:

Packets: Sent = 4, Received = 4, Lost = 0 (HEEHGSS),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 12ms, Average = 4ms

gdgadaolS SO Lo Rl 40 90 g dgaa0lS So ) blLaSyl Sws
R2 48l

ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=1ms TTL=126
Reply from 10.0.0.10: bytes=32 time=2ms TTL=126
Reply from 10.0.0.10: bytes=32 time=2ms TTL=126
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Ping statistics for 10.0.0.10:
Packets: Sent = 4, Received = 4, Lost = 0 (HSEHESS),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms




